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ABSTRACT 

IoT devices have low computational power due to which security protocols demanding 

high speed computation cannot be implemented on preprocessing layer. This can 

compromise the confidentiality, integrity and availability of information collected 

through IoTs. The project “Hawk Eye Security” aims at securing IoT devices against 

common security attacks like DDOS (Distributed Denial of service attacks), Man in the 

Middle attack (MITM) and Spoofing (IP and MAC spoofing) by providing security at 

Perception, Network and Application Layer and disallowing intrusion of any 

unauthorized user. The proposed module can act as an Access point (AP) for the IoT 

devices which is then connected with the internet. A user-friendly Graphical user 

interface (GUI) and an Android application for remotely controlling IoT devices have 

also been developed. HAWK EYE Security has a wide variety of applications. It can 

secure IoT devices ranging from home network to health care and surveillance of 

military and civilian infrastructure. In countries like Islamic Republic of Pakistan where 

security is an untouched topic, this module can be useful in protecting national projects 

like Smart Cities. 
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Chapter 1: Introduction 

 

A comprehensive overview of the project “HAWK EYE SECURITY” is presented in 

this chapter. The problem encountered, objectives, detailed specifications, targeted 

audience, final solution and deliverables are elaborated. 

 

1.1. Project Overview 

Internet of Things (IoTs) refer to the interconnection of computing devices via the 

Internet. IoTs are expected to reach 200 Billion in number by 20201 with an expected 

budget of 6.2 trillion USD by 20252 which mostly includes devices from healthcare and 

manufacturing sector. With such an intense increase in the number of IoT devices, the 

security issues regarding IoTs are imposing a major threat to privacy of the data.  

 

The project, HAWK EYE SECURITY, is aimed at providing a solution to these security 

issues at perception Layer (Data and Acquisition Layer), network Layer and application 

Layer in general. IoT devices are the major components of smart homes and smart 

cities, where not just mobile phones and computers but all the other devices such as 

door bells, surveillance cameras, lights, clocks and other appliances not just 

communicate with each other but also send us information and take commands from 

us. So, HAWK EYE SECURITY can be used to make smart homes more secured as it 

is based on securing an IoT network.  

 

Figure 1.1 shows a home network consisting of different IoT devices that are connected 

together. Such networks can be protected from various attacks by our security solution. 
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Fig. 1-1 Smart Home 

 

1.2. Problem Statement 

IoT devices are low power consumption devices due to which security protocols 

demanding high speed computation cannot be implemented on them. This can 

compromise the confidentiality, integrity and availability of data collected through 

IoTs. Moreover, attacks like “MIRAI” attack (back in 2016)3 could convert the IoT 

devices into botnets, consuming processing power for completion of tasks assigned by 

the hacker which may be in the form of Distributed Denial of Service (DDOS) Attack 

or Denial of Sleep Attack. Looking deep in the scenario, these types of attacks would 

not only be the cause of wastage of power resources and wear and tear of devices, 

reducing their lifetime but also due to increase in their use in health sector and many 

other departments in the near future, the vulnerabilities of these devices might result in 

major crimes, starting a new era of cyber terrorism. 

 

1.3. Objectives  

The project objectives can be broadly divided into academic and industrial objectives. 
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1.3.1. Academic Objectives 

The major academic objective is to gain knowledge about IOTs, their architecture, 

security issues regarding IOTs and networking basics. Other academic objectives 

include learning of: 

• Penetration testing tools 

• Basics of Linux and its features 

• Programming language - Python 

• Linux packages (UDHCPCD and Hostapd) and Iptables 

• Arduino Software and Android Studio  

 

1.3.2. Industrial Objectives 

This project can help secure IoT devices ranging from home network to healthcare and 

surveillance of military and civilian infrastructure. Its industrial objective is to secure 

IoT devices against common attacks like DDOS, Man in the Middle (MITM) and 

Spoofing by providing security at perception, network and application Layer. The 

objectives of the project are as follows: 

• Devise a secure authentication scheme for IOT devices 

• Protect IOT devices from spoofing attacks 

• Prevent Denial of Service (DOS) attack on IOT devices 

 

1.4. Approach  

There are three scenarios of deploying the security module within the IoT infrastructure. 

1. Module is deployed before router (or any device connecting to the internet) 
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2. Module is deployed on the router 

3. Module is deployed after the router 

 

HAWK EYE SECURITY prefers 1st approach over others since this scenario could 

provide protection from attacks within the home network also. The module acts as an 

Access Point (AP) for the IoT devices which is then connected to the Internet. The 

proposed module consists of a Raspberry Pi 3, operating on Linux environment for 

implementing security controls. Implementation of secure authentication techniques 

disallows intrusion of any unauthorized user to the IoT Network. Access Point is 

programmed to provide smooth connection of IoT devices to Internet. This module 

insulates authorized IoT network from our home network providing protection against 

any attack from even within the home network. By limiting the number of connection 

requests per second to the network, the solution provides protection against the DDOS 

Attacks. Fig. 1-2 shows different security techniques used in this project. 

 
Fig. 1-2 IOT Security Mechanism 
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1.5. Future Possibilities 

Due to rapid increase in the number of IoT devices and their applications in different 

fields, HAWK EYE SECURITY can be very useful for securing smart cities and smart 

homes from external as well as internal attacks. It can also be extended to large 

networks containing numerous IoT devices, by increasing its processing power and 

connection handling capacity. It can simply be done by using more than one 

microprocessor. 
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Chapter 2: Literature Review 

 

In this section, a brief overview of existing literature related to the project is given. A 

basic knowledge regarding the architecture of IoT devices as well as fundamental 

understanding of different security threats to IoT was a prerequisite before starting this 

project, hence various research papers and technological articles were studied. A brief 

description of all the topics that were studied for the project is given below. 

 

2.1. Project Domain 

The scope of the project revolves around securing IoT devices connected within a home 

network from potential internal and external network threats. The module is portable 

and adaptive to any type of IoT Environment. In countries like Pakistan, where security 

is an untouched topic, this module can be helpful in protecting national projects like 

Smart Cities, to be initiated under the umbrella of mega projects like China Pakistan 

Economic Corridor (CPEC). 

 

2.2 IOT Architecture 

Different IoT layers have different devices and perform different functions in an IoT 

architecture. A number of opinions regarding IoT layers exist. However, according to 

most of the researchers, the IoT primarily consists of three layers4: 

• Perception layer: Sensors collect or gather data from the surroundings or 

environment in perception layer also known as “Sensor” layer. It detects, collects, 

and processes information gathered by sensors. This processed data is then 

transferred to the Network Layer. 
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• Network layer: Transmission of data to different IoT devices as well as IoT hubs 

is the main task of network layer. Network technologies like Bluetooth, 3G, LTE, 

Wi-Fi are used in the devices including switching devices, internet gateways and 

routing devices. 

• Application layer: Application layer addresses the three main components of 

cyber security i.e. Confidentiality, Integrity and Authenticity of digital 

information. At this layer, the purpose of IoT which is the creation of smart 

environments is achieved. Smart environment is created at this layer of IoT. 

Figure 2-1 shows a general block diagram of our system, specifying IoT layers. 

 

 
Fig. 2-1 IOT Layers  

 

2.3 Security Issues Regarding IOTs 

IoT needs similar security goals as those required for other kinds of communications. 

These goals are Confidentiality, Integrity and Availability (CIA) of digital information 

and IT assets. IoTs, however, have very confined computational and power resources. 

The omnipresent nature of IoT demands some supplementary security measures. Apart 

from CIA Triad, IoT network can be made secure by adding the following features: 

• IoT devices within the network should be added after due authentication in order to 

prevent unauthorized and malicious devices from connecting to the secure network. 
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• As the IoT devices have low memory and less computational resources, 

employment of firewall is essential in IoT networks to screen packets directed to 

and from the IoT devices. 

A diagram depicting the security of IoTs in a smart home is shown in Fig 2-2. 

 

 
Fig. 2-2 IOT Security 

  

2.4 IOTs Security Features 

Given below are the overall security features that have been enforced in the proposed 

solution to achieve a safe communication network for IoTs: 

• Confidentiality: 

The key factors in IoT communication are: security of data and its accessibility to 

authorized parties. External objects, which are not part of the network, internal 

objects, which are part of the network, services and machines can be the users of an 

IoT network. One might not want to show the collected data to anyone else in the 

neighborhood. So, confidentiality of data is required. 
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• Integrity:  

Interchange of data between different devices forms basis of IoT. Here arises the 

question of data accuracy i.e. whether legitimate user is sending the data or the data 

is altered intentionally or unintentionally during transmission. In IoT 

communication, feature of integrity can be made obligatory by upholding end-to-

end security.  

 

• Authentication: 

Every device should be able to authenticate as well as identify itself to the other IoT 

devices. The ubiquitous nature of IoT can make this method a very challenging one. 

A procedure to communally authenticate the entities is needed in the IoT whenever 

they interact. 

 

• Lightweight Solutions: 

Due to limitations in power and computational resources of IoT devices, an 

inimitable security feature is introduced. In case of authentication or encryption of 

the devices as well as the data of the IoT, this restriction (limited memory resources) 

must be taken into consideration while scheming and employing protocols. In other 

words, all the authentication algorithms should be compatible with the device 

capabilities. 

 

2.5 IOTs Security Solutions 

To ensure all the above-mentioned security principles in an IoT network, thorough 

literature review has been carried out to propose a security solution that is capable of 
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providing a secure communication network for IoTs. A brief description of some of the 

security solutions are given below: 

• IPv4 Masquerading can be enabled, so that packets coming inside or going outside 

the network are assigned a different IP address thereby hiding the original one. IP 

masquerading allows devices that don't have an officially assigned IP address to 

communicate to other networks and especially the internet. It uses a form of 

Network Address Translation to accomplish IPv4 Masquerading as shown in Fig. 

2-3 

 

Fig. 2-3 IPv4 Masquerading 

• Spoof protection can be provided using reverse path filter. A reverse path filter 

checks whether the source address of a packet is routable or not. In case a packet is 

not routable, i.e. not originated from legitimate source, it is dropped. 

• Man-in-the-Middle (MITM) attacks can be prevented by blocking ICMP redirect 

messages. If a packet is not being routed optimally according to the router, it will 

send a redirect error message to the source or the sender. In this error, router tells 

the source to send that particular packet through a different gateway, as summarized 

in the Fig. 2-4. 
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Fig. 2-4 MITM Attack 

  

• SYN flood attack, which is a form of DOS attack, can be avoided by enabling 

TCP/IP SYN cookies. In DOS attack, the main purpose of attacker is to consume 

the resources of server by sending a series of SYN requests. 

 
Fig. 2-5 SYN Flood Attack 

                                            

This concludes the literature review carried out for the project. 
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Chapter 3: Technological Requirements 

 

3.1. Core Features of Hawk Eye 

The project provides a solution named as “HAWK EYE SECURITY” which protects 

IoT devices from potential threats like Distributed Denial of Service, Denial of Sleep, 

Spoofing, Unauthorized Access, Privacy Breaches and all other related active and 

passive attacks. Using the solution, attacks which include unauthorized and unethical 

use of computing resources for achieving criminal goals, can be prevented. With 

evolved and upgraded cyber threats, these attacks have become too effective that attack 

on one device can lead to distributed attacks using multiple devices within the vicinity 

of the attacked device without revealing any information about the actual intruder. The 

Hawk Eye module when deployed before the router counterfeits such attacks by 

blocking suspicious connections. Any unused port that can be exploited is blocked. 

Hence, only intended clients can access the IoT devices. Moreover, the module will 

keep track of all types of connections and activities. 

3.2. Hardware Requirements 

The hardware required for implementation of the project includes: 

3.2.1.  Raspberry Pi 3 Vol B: 

 It is a Single-board computer. Raspberry Pi 3 Vol B has Bluetooth connectivity and 

wireless LAN which is acting as a platform with Linux environment. The Raspberry Pi 

3 Model B is a 3rd generation model. Board format identical to Raspberry Pi B+ and 

Raspberry Pi 2 is maintained by this 3rd generation model, but this model vaunts a faster 

64 bit 1.2 GHZ SoC, with the addition of on-board Wi-Fi and Bluetooth. Raspberry Pi 

3 Model B is also backward compatible. It maintains the same design and layout as 
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Raspberry Pi Model 2 and Raspberry Pi Model B+ so it is able to fit all the items that 

were included in the previous model. Power LEDs and ACT are moved to the opposite 

side of the SD card slot due to the addition of the Bluetooth and Wi-Fi antenna. For its 

specifications, refer to the appendix section A. Shown below is a Raspberry pi 3 that 

we have employed. 

 
Fig. 3-1 Raspberry Pi 

 

3.2.2. Micro SD Cards (Class 10) 

SDHC is the only device in which an SD card normally works (possibly with lower 

performance). SD devices (such as a camera) are incompatible with SDHC card. SDHC 

cards are available with different memory which includes 4GB, 8GB, 16GB and 32GB. 

We are using Micro SD card Class 10 in our project because Class 10 memory cards 

are the fastest memory cards which are available as per the Speed Class rating system. 

Minimum speed of 10 Mega Bits per second can be retained in the Class 10 SD Card. 

It can also be used for storing the logs and information in our project. 
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3.2.3. Rechargeable Battery 

Rechargeable battery is required to power the Raspberry Pi (the module on which 

HAWK EYE SECURITY runs). The main difference between a rechargeable and a 

non-rechargeable one is that the rechargeable battery can be discharged many times 

into a load but a non-rechargeable one is discarded after its first and last use. 

Electrochemical cells are the main composition of rechargeable battery. A reversible 

electrochemical reaction is used to hoard and store energy. Lead–acid, nickel–

cadmium (NiCd), nickel–metal hydride (NiMH), lithium-ion (Li-ion), lithium-ion 

polymer (Li-ion polymer) and many other variety of combinations of electrolytes and 

electrode materials are used. 

 

3.2.4.  IP Camera 

 IP camera has been used as an IoT device for testing of HAWK EYE SECURITY. 

An IP camera is an Internet Protocol camera that works on the principle of digitalization 

of video. Its main advantage is that it can send or receive data through the internet which 

cannot be done in the analog closed-circuit television camera (CCTV). Webcams are 

also capable of communicating data but IP cameras can be directly accessed over any 

network. IP camera used in HAWK EYE SECURITY is shown below: 

https://en.wikipedia.org/wiki/Lead%E2%80%93acid_battery
https://en.wikipedia.org/wiki/Nickel%E2%80%93cadmium_battery
https://en.wikipedia.org/wiki/Nickel%E2%80%93cadmium_battery
https://en.wikipedia.org/wiki/Nickel%E2%80%93metal_hydride_battery
https://en.wikipedia.org/wiki/Lithium-ion_battery
https://en.wikipedia.org/wiki/Lithium_polymer_battery
https://en.wikipedia.org/wiki/Lithium_polymer_battery
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Fig. 3-2 IP Camera 

 

3.2.5.  Router 

 A router is basically used to connect networks. When compared to the OSI model, 

router tends to be the layer 3 device i.e. network layer of the OSI model. It has also 

been used for testing of HAWK EYE SECURITY. Multiple networks are joined and 

traffic between them is routed by the router. Network cards (NICs) are connected 

physically to the networks through the router. If a dedicated NIC is available for each 

network, then any number of networks can be connected to a particular router. Router 

performs routing and routing is the process of forwarding IP packets from one network 

to another. Fig. 3-1 shows the basic performance of routers. 

 

Fig. 3-3 Router Performance 
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3.2.6. ESP8266 Wi-Fi Module 

The ESP8266 is a Wi-Fi module having an integrated SOC incorporated with TCP/IP 

protocol that may get any device such as a microcontroller to get into Wi-Fi community. 

The ESP8266 is capable of hosting an application as well as offloading all Wi-Fi 

networking capabilities from other software, which is used to program the processor. 

Every ESP8266 module is already programmed with different AT command sets called 

as ‘Wireless RM WARE’, which means that it can be hooked with any device and get 

approximately a large Wi-Fi capacity similar to the Wi-Fi shield. 

 

This module has an integrated strong onboard processing and storage capacity that 

allows it to be integrated with different sensors and various application via its General-

Purpose Input Outputs also called GPIO with minimum development of the front and 

minimal loading throughout its whole runtime. Due to its high degree of onboard chip 

integration, it requires minimal external circuitry which also includes the front-stop 

module. The module ESP8266 assists APSD for Voice over IP packages and Bluetooth 

interfaces. Both of these can exist simultaneously. It includes a self-adjusted RF 

allowing it to paint underneath all functioning conditions and needs no outside radio 

frequency parts. This module is shown below: 

 
Fig. 3-4 Wi-Fi Module 
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3.3. Software Requirements 

The software(s) required for the implementation includes: 

3.3.1.  Linux  

 Linux is an operating system used because of a need of Linux environment on the 

platform. Desktop or Laptop, which associates the hardware resources uses an operating 

system to manage it. It can be simply defined as an operating system that brings about 

the communication between the hardware and software. For the functionality of 

software, an operating system is needed. 

 

3.3.2.  UDHCPD 

It is a package to appoint IPs dynamically.   

 

3.3.3.  Hostapd 

 Hostapd5 is a package used for making an authentication server and access point. 

FreeBSD (net80211) and Linux (Host AP, madWi-Fi, mac80211-based drivers) are 

supported by the current version. Hostapd can perform the following functions:  

▪ Creation of an Access Point. 

▪ Creation of multiple Access Points (can be up to 8 if the card supports it). 

▪ Creation of one Access Point on one and another Access Point on the other, (can be 

done through Hostapd’s single instance). 

▪ Can use 5 GHz and 2.4 GHz at same instant as well as on the same card but it 

requires two radios. 
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3.3.4.  Iptables 

 For configuration of incoming and outgoing traffic through platform. Commands and 

rules are defined by generic table structure known as “iptables”. In Linux 2.4 or later, 

packet mangling, packet filtering and Network Address Translation (NAT) are 

facilitated by iptables as a part of netfilter framework. Different protocols use different 

programs and kernel modules. Iptables applies to IPv4. Root execution is required by 

the iptables as it requires root privileges to operate effectively. 

 

3.3.5.  Pen Testing Tools 

For penetration testing different tools are used. In our project we are using kali Linux 

tool. Many steps are involved in penetration testing. The most critical among them is 

the phase which includes planning. Various cases of network usage, network 

specifications and user documentations are reviewed during the phase of planning. A 

series of test cases are then designed by using the given information for the purpose of 

penetration testing. It is a network security service, which provides one of the several 

methods used to prevent unauthorized network intrusion. 

 

3.3.6. Arduino Software 

Electronics projects can be made by using an open source platform known as Arduino 

Software. Arduino consists of two major things. First one is a microcontroller which is 

a programmable circuit board. Second is an Integrated Development Environment 

(IDE) that runs on your Personal Computer (PC) for the purpose of writing and 

uploading of the computer code to the physical board. 
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3.3.7.  Android Studio for implementation of smart home on Android 

phone:  

Android Studio is an android application inventor. For smart homes successful 

implementation, the devices are needed to be controlled through another platform i.e. 

an android cellphone. Android Studio was used to build an application that was able to 

control the devices. 

 

The next chapter is concerned with the design and development of the proposed Hack 

Eye Security module. 
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Chapter 4: Design of Main Module 

 

This chapter covers details regarding the design and development of the main module 

of the project that aims to secure the IOT network from aforementioned cyber-attacks. 

Details of the sub-modules are as follow. 

 

4.1 Attacks prevention 

The main objective of HAWK EYE SECURITY is to masquerade IP addresses of IoT 

devices present in the network and prevent cyber-attacks such as: 

• Spoofing 

• Man in the Middle (MITM) Attack (see Appendix C) 

• Distributed Denial of Service (DDOS) Attack (see Appendix C) 

 

The approach selected for the implementation of this sub-module is to use Raspberry 

Pi as an Access Point and a gateway through which the internet traffic to and from IoTs 

shall pass. Raspbian (Linux) is installed on Raspberry Pi. Two packages are also 

installed for the creation of Access Point and DHCP Server i.e.: 

• Hostapd (for the Access Point) 

• DHCPCD (for the DHCP Server) 

 

For attacks prevention iptables are used. Iptables is a firewall which can overlook the 

internet traffic passing through it. Raspberry Pi generally has two important interfaces: 

• Wlan0 (for IoT network) 

• Eth0 (for the internet) 
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All the ports except SSL (port 22) are blocked for secure connection. Through iptables, 

ICMP packets are blocked from outside the IoT Network i.e. Eth0 so that a device 

outside the network cannot ping any device present inside the network. In this way, no 

one from outside can obtain network topology of the IoT network. Other than this, 

iptables are configured in a way that no intruder from outside the network can establish 

TCP or UDP connection with the IoTs. All connections could only be made either from 

the Raspberry Pi or from inside the IoT Network. Only ICMP packets and all other 

connections are allowed to be established from inside the IoT Network. These are the 

preliminary steps taken for the implementation of this sub-module.   

 

4.1.1. Reverse Path Filter: 

For Spoof Protection, Reverse Path Filter is enabled. By default, everything is routed 

through the router. Reverse Path Filter checks whether the packet arriving at the 

Raspberry Pi is routable or not. If the packet is not routable then the packet is dropped. 

In this way, protection from spoofing is achieved.  

 

4.1.2. ICMP Redirection Prevention: 

ICMP redirects are disabled to prevent Man in the Middle Attack. ICMP redirect error 

messages are sent by the router to the sender of an IP packet. When router detects that 

a packet coming from a source is not being routed optimally, it sends a message to the 

sender of that packet to transmit the packets through different gateways which can result 

in Man in the Middle Attack. So ICMP redirects are disabled in this way. 
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4.1.3. TCP/IP Syn Cookies: 

Distributed Denial of Service Attack (DDOS) is a type of attack in which the 

availability of a given service is compromised. Attacker sends illegitimate connection 

establishment request, when server acknowledges that request, attacker does not send 

the Re-acknowledgement message and sources of the server are wasted. As a result, 

legitimate devices or users are deprived of the service. TCP/IP Syn Cookies are used 

for DDOS Attack prevention. TCP/IP Syn Cookies limit number of connection 

establishment requests as per the requirements. In this way DDOS attack is prevented. 

As our network has limited number of devices attached and all of them send re-

acknowledgement message while establishing connections, so their connections will be 

established easily. 

 

4.1.4. IPv4 Masquerading: 

Ipv4 Masquerading is enabled to let the IoT devices interact with the outside network 

(internet) with their original IP addresses hidden.  IPs of all the IoT devices (Private 

IPs) interacts with outer network through a single IP (Public IP) and different port 

numbers so that Raspberry Pi can differentiate incoming data as per the port number 

and send it to the corresponding device. Its code has been appended in Appendix B. 

 

4.2. Prevention of illegitimate access: 

In the first phase described above, attacks were prevented using different techniques. 

Second phase consists of preventing any illegitimate device from getting into the IoT 

Network. This phase consists of following parts: 

• Random Password Changing 
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• Mac Binding 

• Static ARP 

 

4.2.1. Random Password Changing: 

In Random Password Changing, a python-based code has been written to change 

password of the access point randomly. As a result of this code, it becomes difficult for 

the attacker to crack password as he will have to take some time to crack it and during 

that time, password will be changed. In this way network will remain secure from 

password cracking. Python program created for this task selects a random password 

from an array consisting of all capital alphabets (A-Z), small alphabets (a-z) and digits 

(0-9). Password length is set to 8 characters; however, it can be changed. The password 

can also have symbols if required. The new password will be a random one thus making 

it almost impossible for anyone to break. The python program changes the 

configuration file of Hostapd which in turn changes the password of access point. This 

Random Password changing feature is the first line of defense in HAWK EYE 

SECURITY. For random password generation code, see Appendix F. Output for 

random password generation is shown in Fig. 4-1. 

 

Before:          After: 

                  

Fig. 4-1 Random Password Changing Output 
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4.2.2. MAC-IP Binding: 

Another feature of HAWK EYE SECURITY is MAC binding. Through this feature, 

only the mac addresses of legitimate devices have been added into the network, thereby 

ensuring only legitimate devices connect to the network. If the attacker somehow 

breaches the “First Line of Defense”, he will not be assigned any IP from DHCP server. 

If the attacker uses a static IP address, even then he will not be able to access the 

Internet.  

 

Logically, an illegitimate device cannot be part of this IoT network. The assignment of 

IP addresses through DHCP also takes place through a particular mechanism. If a new 

device is added in the network, that particular device is provided an IP from free IP 

pool. If a device is offline, then IP assigned to that device is reserved and not given to 

any other device. Similarly, if a device is removed from the network, then there are two 

scenarios. 1st scenario is that the device being removed was assigned last IP from the 

pool. In this Scenario, the device will simply be removed from the network and its IP 

will become free IP. 2nd Scenario is that the device being removed was assigned any 

other IP except the last one. In this scenario, the devices that have IPs after the IP of the 

particular device, will change their IPs upward and the last IP will move to the free IP 

pool. In this way, range of DHCP server will remain limited thus preventing any other 

device to get any dynamic IP. Output of MAC binding code is shown in Fig. 4-2, 

however, the code can be seen in Appendix E. 

 

Before: 
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After: 

 
Fig. 4-2 MAC-IP Binding Output 

 

4.2.3. Static ARP: 

Static ARP (address resolution protocol) technique has also been used in HAWK EYE 

SECURITY. By default, an ARP request is sent to the devices and in return devices 

reply with their corresponding MAC Addresses. Any Attacker can spoil the ARP table 

by associating illegitimate MAC Address with a legitimate IP address. So, a packet 

which is meant for a legitimate device can be sent to the illegitimate device. Static ARP 

table employed in this approach has helped resolve this issue. Since, ARP table will 

have static ARP entries, ARP request will not be sent. In this way, any packet meant 

for a particular legitimate device is prevented from reaching any illegitimate user. The 

Static ARP code has been appended in Appendix D. Output of static ARP code is 

shown in Fig. 4-3. 

 

Before: 
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After: 

 

Fig. 4-3 Static ARP Output 

  

4.3. Hawk Eye’s GUI  

HAWK EYE SECURITY provides an effective security solution for IOT devices, 

consisting of various features and protection mechanisms. These features play a 

collective role in providing a considerable defense against different types of cyber-

attacks. As cyber-attacks are growing at a very rapid rate and also the attackers have 

become more inventive, it has now become a need to focus on cyber security.  

 

Our module is specifically focused on the security of IOT networks as IOT devices are 

largely increasing in number and due to low computational power and memory 

resources, complex security algorithms cannot be implemented on them. HAWK EYE 

SECURITY has a wide range of applications as it is not limited to a single audience. It 

can be used in home and office networks, research and development projects, military 

and civilian surveillance, healthcare industry, smart cities and many more areas where 

security of IOTs is required. We have designed a graphical user interface of HAWK 

EYE SECURITY designed in order to integrate all the protection mechanisms and 

security features on a single platform. This graphical user interface (GUI) makes it easy 

for a common person, who has an average understanding in the field of networks 

security, to use different features of HAWK EYE SECURITY without any complexity. 
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GUIs generally allow users to interact with electronics devices, make them user friendly 

and provide better accessibility. Users do not need to know any programming 

languages, they can simply use icons and images instead of text, to accomplish tasks. 

Hawk Eye’s GUI has all these amazing features. 

 

We have designed GUI of HAWK EYE SECURITY by writing a code on python 3, as 

it is easy to understand and supports multiple functions and platforms. In python 3 we 

have used Tkinter, which is an open source GUI Programming toolkit for python. It has 

numerous functions and is reliable and quick. Tkinter consists of a large number of 

widgets including labels, frames, buttons, entries, radiobuttons, checkbuttons, scale 

widgets (horizontal and vertical), text, canvas, menu and listbox widgets and much 

more. Moreover, it consists of a database of colors containing 65536 different kind of 

colors and it also supports a wide variety of fonts. So, we designed a user intuitive 

presentable GUI of our own choice according to our requirements. Snap of this 

Graphical User Interface for HAWK EYE SECURITY is shown in Fig. 4-4. 

 
Fig. 4-4 Graphical User Interface 
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This GUI can be used by the administrator. After entering username and password, the 

administrator will be able to access HAWK EYE SECURITY and perform different 

operations, as shown in the figure. The default Username and password has been set to 

‘admin’. User will be able to use the module only after logging in by inserting correct 

username and password otherwise it will show an error. After logging in, a new window 

will be displayed as shown in Fig. 4-5 below. 

 

This window consists of different buttons performing different functions as their name 

indicates. HAWK EYE SECURITY will be enabled by clicking on ‘Enable’ button. 

Administrator can now control all the IoT devices connected in the network, he can 

check the devices present in the ARP table (by clicking on “Show ARP table’). New 

devices can be added in the ARP table by clicking on the button ‘Enter a new device’. 

Similarly, a device present in the network can be removed by clicking ‘Remove a 

Device’. The code of the GUI of Hawk Eye Security can be seen in the Appendix G.  

 

 
Fig. 4-5 GUI Login Window 
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Chapter 5: Design of Extended Automation 

Module 

 

This chapter presents details pertaining to the second module of project “HawkEye 

Security”. It covers the design and development of the automation module that is 

equipped with an Android application and helps IoT users access and manage their 

device at the comfort of their mobile phone anytime anywhere. 

 

5.1. Android Application development for IoTs management: 

This Android App is developed for the IOT management and solution providing access 

to all legitimate users only. This app consists of username and passwords lists and from 

these lists, access will be granted to users if the actual user is accessing it. In the GUI, 

the user is required to give/ select the IP Address of the device and Pi through which it 

wants to communicate. Once the devices are available on the android screen, the user 

can switch them On and Off. Here, when the connection is established, HTTP server is 

initialized that communicates via Wi-Fi through the given IP Address. The whole 

communication process is through HTTP server which is created by the NodeMCU at 

default port 80. 

 

Fig. 5-1 actually represents the whole flow diagram of the circuit of this module. In this 

circuit, Raspberry Pi is acting as an access point just like a router. NodeMCU which 

acts as an IOT device is connected to the same Raspberry Pi. Now when NodeMCU is 

connected successfully with the Pi, it is assigned an IP address only known to Raspberry 

Pi and the legitimate user. NodeMCU is further connected to the relay module which 
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has 4 channels through which we can be turned On and Off to enable or disable home 

appliances. This relay module uses four digital pins of the MCU board which is then 

connected to the Load devices. 

 

 
Fig. 5-1 Wi-Fi Module, Raspberry pi, Fan, Bulb, Charger, Relays 

 

 The Circuit diagram is as follows: 

 
Fig. 5-2 Circuit Diagram 

 

Once all the connections have been made, we move towards the android application. 

This application is actually responsible for switching on and off different home 
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appliances based on a request sent by the user. User can either send HTTPS requests or 

simply a command over the internet by using a cloud service like AWS and adafruit or 

Thingspeak etc. Fig. 5-2 shows the interface of our android application in which only 

registered or legitimate users can be added or deleted and can use the services of the 

application. 

 

 
Fig. 5-3 Android Application Development 

 

Code for Android Application development for IoTs management has been attached 

in Appendix H. 

 

5.2. Node MCU 

NodeMCU is a Wi-Fi module with an easily programmable platform just like an 

Arduino board consisting of digital and analog pins as well. A rich hodge-podge of pins 

out and a USB connector is present in NodeMCU. NodeMCU can be connected to the 
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Personal Computer and it can be flashed as well through the use of a micro USB cable. 

It can act as Access Point Station Mode, can connect to the Wi-Fi Routers or Internet 

routers and can act as a client. In our case, we are actually using it to make an IOT 

based SMART HOME network, in which it is connected securely to the Raspberry Pi, 

acting as an access point. The HTTP Server is initialized by the NODE MCU on Port 

80 and where it starts listening to the incoming commands. Also, it is connected to the 

relay module in which the devices are plugged in, according to the name of device 

added in the application. Digital Pins are used for the Switching Application of relays. 

Different appliances are then connected to the Relays. Fig. 5-3 shows a NodeMCU 

WiFi Devkit. 

 

 

Fig. 5-4 Wi-Fi Module 
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Chapter 6: Future Work and Conclusion 

 

In this chapter we will discuss some of the future aspects of HAWK EYE SECURITY 

to further protect IoT devices from potential threats like: 

• Distributed Denial of Service(DDOS) attack 

• Man in the middle (MITM) attack  

• Spoofing 

• Unauthorized Access 

• Privacy Breaches 

• Active and passive attacks  

 

By using this solution, attacks that embrace unauthorized and unethical use of 

computing resources for achieving criminal goals, can be prevented. With evolved and 

upgraded cyber threats, these attacks have become too effective that an attack on one 

device can cause distributed attacks on multiple devices in the neighborhood of the 

attacked device, not revealing any knowledge about that particular intruder. The 

deployed module before the router can counterfeit such attacks by blocking the 

connections concerning the suspected activities. Any non-purposed port which can 

cause vulnerabilities is blocked. Only intended clients should be able to access the IoT 

devices. Moreover, the module can keep track of all sorts of connections and activities. 

 

Following are the tasks which were accomplished to fulfill security concerns: 

• Raspberry Pi as an Access Point 

• IPv4 Masquerading 
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• Spoof Protection and Authentication Using 4-digit pin 

• Spoof Protection (Using Reverse Path Filter) 

• TCP/IP SYN Cookies 

• ICMP Redirection Prevention 

• MAC Binding and Static AR 

• Protection against WPA2 Cracking 

• GUI for the solution 

• Android Application development for IoTs management 

 

6.1. Future Work 

6.1.1. Smart cities 

The proposed solution can secure the IoT devices connected within a home network 

from potential threats from inside and outside the network. The module is portable and 

adaptive to any type of IoT Environment. In countries where security is an untouched 

topic, this module can be helpful in protecting national projects like Smart Cities. IoT 

presently employs variety of protocols, services and devices to realize a typical 

objective. However, to assimilate a network of IoT frameworks to realize a much bigger 

framework, for example, to make a sensible city by the mixing of the many smart 

homes, there must be a collection of standards that ought to be followed from small to 

macro levels of IoT realization. The present day demand of IoT is to possess well 

outlined architecture standards comprising of information models, interfaces, and 

protocols. 
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6.1.2. SESSION LAYER 

The IoT structure containing 3 layers is not capable of managing and organizing 

sessions between different devices according to many researchers. To overcome this 

shortcoming, there is a need for implementing certain protocols to make 

communication between devices more effective. An additional session layer can be 

implemented in IoT structure to particularly control connections and sessions and 

improve communication between different devices. 

 

6.1.3. Use of multiple firewall 

We have devised a module to make home network secured from intruders and 

unauthorized access. We can make it more effective by employing a dashboard on pi 

which can store information regarding location of devices, amount of sent data and 

other such parameters in a home network.  We have employed a single raspberry pi in 

our module, which acts as a gateway for all the incoming and outgoing traffic. But one 

weakness of using a lone pi is that it can act as a single point of failure. Moreover, it 

does not possess sufficient processing power to manage a large number of connections 

and additional load. So, we can make it more efficient by using multiple firewalls. Also, 

a load balancer can be used to completely remove the chance of DDOS attacks. 

 

6.2. Conclusion  

There are different security problems and challenges that we need to focus, as every 

layer in IoT structure is vulnerable to different kind of attacks. In our security solution, 

we have particularly focused on securing the IoT network from several attacks and 

unauthorized access. Due to rapid progress in technology, it’s necessary to implement 

advanced protocols such as 5G and IPv6. Most of the major developments in IoTs are 
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observed on small scales for examples in small industries and firms. Several security 

threats have to be addressed for scaling the IoT network from a small company to a 

large group of different systems and companies. IoT has the power to completely 

change our way of living. Security is the most significant concern in this regard while 

considering an IoT framework. In the near future, use of IoTs will become more 

common if security issues such as authentication, confidentiality, integrity, trust 

management, access management and international policies are focused. New hardware 

and software technologies need to be implemented to address the present IoT 

challenges. 
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1.     Appendix A – Raspberry Pi 3 Vol B Specifications 

2.    Appendix B – Code for IPv4 Masquerading 

3.    Appendix C–Code for MITM & DOS attack prevention 

4.    Appendix D-Code for  Connection tracking & Static ARP 

5.    Appendix E- Code for MAC-IP Binding  

6.    Appendix F-Code  for Random Password Changing 

7.   Appendix G- Code for  GUI 

8.  Appendix H-Code for Android Application Development 

 

  



54 
 

APPENDIX-A 
 

Raspberry Pi 3 Vol B Specifications 

Specifications: 

• Processor 

• Broadcom BCM2387 chipset. 

• 1.2GHz Quad-Core ARM Cortex-A53 (64Bit) 

• 802.11 b/g/n Wireless LAN and Bluetooth 4.1 (Bluetooth Classic and LE) 

• GPU 

• Dual Core VideoCore IV® Multimedia Co-Processor. Provides Open GL 

ES 2.0, hardware-accelerated OpenVG, and 1080p30 H.264 high-profile 

decode. 

• Capable of 1Gpixel/s, 1.5Gtexel/s or 24GFLOPs with texture filtering and 

DMA infrastructure 

• Memory 

• 1GB LPDDR2 

• Operating System 

• Boots from Micro SD card, running a version of the Linux operating system 

or Windows 10 IoT 

• Dimensions 

• 85 x 56 x 17mm 

• Power 

• Micro USB socket 5V1, 2.5A 

Connectors 

• Ethernet 

• 10/100 BaseT Ethernet socket 

• Video Output 

• HDMI (rev 1.3 & 1.4) 

• Composite RCA (PAL and NTSC) 

• Audio Output 

• Audio Output 3.5mm jack 

• HDMI 



55 
 

• USB 4 x USB 2.0 Connector 

• GPIO Connector 

• 40-pin 2.54 mm (100 mil) expansion header: 2x20 strip 

• Providing 27 GPIO pins as well as +3.3 V, +5 V and GND supply lines 

• Camera Connector 

• 15-pin MIPI Camera Serial Interface (CSI-2) 

• Display Connector 

• Display Serial Interface (DSI) 15 way flat flex cable connector with two 

data lanes and a clock lane 

• Memory Card Slot 

• Push/pull Micro SDI 
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APPENDIX-B 

            Code for IPv4 Masquerading 
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APPENDIX-C 

Code for MITM & DOS attack Prevention 

 

MITM attack prevention 

 

 

 

 

DOS prevention 
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APPENDIX-D 
 

Code for Connection Tracking & Static ARP 

Connection tracking 

 

Spoof protection 
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APPENDIX-E 

                  Code for MAC-IP Binding 
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APPENDIX-F 

      Code for Random Password Changing 
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APPENDIX-G 

                               Code for GUI 
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APPENDIX-H 

  Code for Node MCU for controlling Appliances 
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