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ABSTRACT

Project Name:
Argos VPN
Skills Required:

Network Security

Penetration testing

Offline Username password cracking
Traffic Monitoring

Description:

The project will first implement different methods to sniff client data from different
VPN servers to check vulnerabilities like anonymity, IP leakages and DNS
hijacking etc. Using the data acquired from the results, we will analyze the security
lapses and vulnerabilities in any particular VPNs, and then this project will further
lead to a design of a customized VPN, secure in all parameters.

Project Deliverables:

Design of the VPN Analyzer.
Hardware implementation.
Source code.

Project report.
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CHAPTER 1

INTRODUCTION

1.1 Overview:

Virtual Private Network (VPN) is a common and an effective means to communicate
securely over an insecure public network. VPN applications secure clients by encrypting
the traffic of an online user and then routing that traffic through remote servers in different
countries, which makes it difficult for hackers trying intercept your internet traffic. To
establish a secure tunneling connection, the user establishes a connection to the public
internet via their ISP and then starts a VPN connection with a remote VPN server through
client software provided by the company. With numerous VPNs claiming online privacy
and anonymity, they are still open to attacks like Offline Password Cracking, IP leakages,
DNS hijacking, Man-in-the-Middle Attacks and Malware Infections etc. By VPN
hijacking, the attacker cannot only access the sensitive data being transmitted but can also
get an access to the internal network resources.

1.2 Problem Statement:

VPNs are useful for encrypting your web traffic or getting around regional restrictions. A
study by researchers from Data61/CSIRO, UC Berkeley, UNSW Sydney, and UCSI found
that among 283 different apps many of them inject Adware, Trojans, Malware or Spyware.
What they found was not great.

Following are the findings:

18% do not encrypt traffic

84% leak user data

38% reveal malware

80% request access to sensitive data like user accounts or text messages

For different consumers and organizations who want their internet traffic to be safe from
online snooping, be encrypted and not vulnerable to be exploited by harmful attacks. It is
hard for them to choose any VPN that would provide total encryption, anonymity and



online security, as they probably do not have enough technical knowledge to analyze
different parameters of a VPN they want to choose.

1.3 Approach:

Initially, this project will fetch VPN’s server IP and then will apply Zero Knowledge
Test. Here it will first determine open ports, fingerprint the VPN to check its
configuration, vendor and version number by using Nmap or Ike-scan.

Then this project will exploit

inherent vulnerabilities in the Testing Security Vulnerabilities in
process of establishing a VPN Available free VPNs
connection by forcing server to

use aggressive mode

Analyzing the Security Vulnerabilities

authentication and sniff PSK i
and Taking Countermeasures

using PSK-crack/TCP-dump or
Cain and Abel. After cracking,
use PGP-Net to connect with Designing a Customized, Secure
vulnerable VPN server. Open Source VPN

Figure 1: Project Approach

1.4 Objective:

The basic aims behind this project are:

To find out different VPN configurations.

To discover and fingerprint the VPN servers.

To identify the potential security risks involved.

To analyze IP leakages.

To check DNS hijacking.

To identify countermeasures and evaluate the performance and security impacts of counter
measures

To make an open source VPN providing more security and more privacy.



CHAPTER 2

BACKGROUND STUDY

2.1 Existing Literature:

The increasing use of the VPN services by students, businesses and organizations is the
main motivation of our project. The problem is where people use VPN services for
anonymity and security from government monitoring, Only a few know that they are
exposed to the ISP. Following security parameters, according to the literature review, are

potentially vulnerable to the attackers while hijacking the VPN server.

2.1.1 VPN Tunneling:

Tunneling, a networking means that allows the encapsulation of a protocol packet
inside the datagram of an entirely different protocol. Point-to-Point Tunneling

Protocol (PPTP)
can be used by
windows VPN
connections  for
encapsulation and
sending  private
network
information, like
TCP/IP traffic in a
public network.

For PPTP and
Layer-2 Tunneling
Protocol (L2TP) is

VPN - VPN
Router Router
VPN

connection

Sef@ _o—r Secured or
Hidden Network Hidden Network

Figure 2: VPN tunneling]

like a session, both of the tunnel end devices require an acknowledgement to establish
a tunnel and require to exchange configuration variables, for instance, assignment of
address, compression or encryption parameters. Most of the cases, the information sent



through the tunnel is directed using any datagram-based protocol, using a tunnel
management protocol as a tool to establish, uphold, and terminate the tunnel.

2.1.2 User Anonymity:

User information not hidden from their VPN service provider who may also retain this
information.  Many
VPN services prompt
user to enter private
data, credentials or a = o
valid phone number
at registration time.

Your Devices

VPN service
providers have to be
trusted blindly not to
be malicious and
keep your user traffic
unexposed to the
third parties. A number of cases have occurred where the VPN service providers have
disclosed the user traffic.

Figure 3: User Anonymity

2.1.3 IP leakages:

The VPN client programs only exploit the IPv4 routing table and not the IPv6 routing
table. In the result of this all IPv6 traffic bypassing the VPN’s virtual interface.

The study revealed that a small leakage of IPv6 traffic can depict the complete
browsing history of the user even on IPv4 only. [16]



2.1.4 Offline Password Cracking:

A valid username can be obtained and an attacker can crack the associated password
by using the hash from the VPN Server. The offline cracking use PSK-crack that
supports the dictionary cracking mode, brute-force cracking mode and hybrid cracking
mode. [18]

2.1.5 DNS Hijacking:

DNS Hijacking or DNS redirection is a more concentrated to attack transparently
capture all DNS queries, both IPv4 and IPv6, from the VPN Client machine. [7]

There are two types of DNS

configurations for VPN Clients , ISP Interception
')
Namely Default Configuration 'u ‘ ) W
where the VPN Client keeps  Your Device : Fai Webelte
using its Existing DNS server vy | DNS
as the default, and VPN- @ Trthe
Managed Configuration where (V- @
the VPN Client overrides the ISP DNS
DNS server settings during
setup to a third-party DNS of Figure 4: DNS hijacking/leaking through DNS server
the VPN Service provider.
[8][14]

2.1.6 Man-in-the-Middle Attacks:

Before the connection is established between client and server, it is ARP cache
poisoned to launch a Man-in-the-Middle Attack. The client fooled into believing that
the attacker is the VPN server, and the server that the attacker is the VPN client,forcing
both to relay messages through the attacker. [13]



Man In The Middle Attack

authorized user

Data sent to rogue access point

Figure 5: MITM Man-in-The-Middle Attack

2.1.7 VPN Encryption:

unauthorized usert

To guarantee the privacy of user data traversing through the shared or public web of
networks, VPNs must keep it encrypted on the sender side and decrypted on the
receiver side. As data encryption is a method done between the client and server, we

do not require using
encryption on the link of
communication among
the dial-up client and the
Internet service provider
(ISP).

For instance, a mobile
phone client uses a dial-
up connection to
establish a connection to
a local ISP. Once the
connection is made, the
user connects to the
VPN server by a VPN
connection. If there is

VPN Tunnel "+, |
(Ipsec) *» Internet
Encrypted e

encrypted

Secunty Gateway

v.

Securty Gateway

Figure 6: VPN Encryption over the Internet

Host 6



encryption in a VPN connection, then we do not need to use encryption on the dial-up
connection amongst the client and the ISP.

2.1.8 IPSec Based VPNs:

The IPSec based VPN use software at

client end to connect to VPN server
contrary to SSL VPN configuration

where only browser is used. In second

step a method of pentesting the VPN
setup is described, and then moving

forward to review the structure and its

classified configuration is advocated. A m
complete VPN assessment should

comprise of all probable attack courses

for it to be a convenient instrument of
security  provision. A VPN s

categorized into two different Figure 7: IPsec Composition and Architecture

categories, Site-to-Site VPN, that virtually spreads the commercial LAN to that
organization's satellite offices.

IPsec VPNSs necessitate an impenetrable VPN client at layer-3, contrary to SSL-based
VPNs which only require to set up connectivity to its internal resources using a
browser on the client end.

IPsec employs symmetric-key encryption and involves the following key security
mechanisms:

AH (Authentication Header): It is essential for legitimacy of message, an attached
checksum to every packet ensures the authenticity of the message and keeps its
integrity as the packet traverses over the internet.

ESP (Encapsulating Security Payload): It is the encryption method made to protect
the confidentiality and integrity of communication among the negotiating entities.
IKE (Internet Key Exchange): It is the protocol that delivers the means to exchange
the secret authentication key securely, which is necessary to effectively operate the
AH and ESP among the connected subjects. Although exchanging the secret
authentication keys is not achievable manually, the keys must be updated
intermittently to decrease the probability of them being compromised.



IKE Main Mode employs the Diffie-Hellman key exchange to produce a pre-shared
key among the server and the client. In contrast to IKE Main Mode, IKE Aggressive
Mode does not actually use the Diffie-Hellman key exchange to shield the
authentication credentials. Hence, it is possible to sniff these authentication credentials
using a sniffer, and then it can be cracked offline.

2.2 Problem Formulation:

VPNs use a secure channel and encryption to made a secure tunnel, and a key exchange
phase to generate a symmetric Session Key. In key Exchange phase while establishing
a VPN connection, the inherent vulnerability of a VPN can be exploited by forcing
server to use aggressive mode authentication, where Pre-Shared Key is usually sent in
plain text and can be sniffed by using PSK-crack/TCP-dump or Cain and Abel.

There are many ways to consider the key exchange phase and the actual data protection.
The tunneling is just an implementation detail, but there can be security problems with
IPv6/IPv4 leakage, User Anonymity and DNS leakage by eccentric combinations of
AH/ESP when using IPsec or combining UDP with TLS, or information leakage due to
compatibility/performance requirements of the tunneling process.

CHAPTER 3

DESIGN SPECIFICATIONS

3.1 Technical specifications:

This project is technically design on different software and hardware tools. The list of some
of the hardware and software used in this project to gave the desired output is given below,
describing the features of the desired material required for this project.



3.1.1 Raspberry Pi 3b:

The Raspberry Pi 3 is the third-generation Raspberry Pi.

e Quad Core 1.2GHz Broadcom BCM2837 64bit CPU

e 1GBRAM

e 4 USB 2 ports

« DSl display port for connecting a Raspberry Pi touchscreen display
e Micro SD port for loading your operating system and storing data

o Upgraded switched Micro USB power source up to 2.5A

Raspberry Pi 3

Dimensions Model B
4 xUSB 2
85.6mm x 56mm x 21mm / Ports
Extended GPIO e
“—F 10/100
- /0 LAN Port
BCM2837 64bit
Quad Core CPU
IGE AN e PR
> S . 3:5mm 4.pole
wigi oo & o RIS \ Output Jack
MicroSD / ‘:_ . > CSI Camera Port
Card Slot
Full Size HDMI
Micro USB Power Input. Video Output
DS Display Port Upgraded switched

wer source that can
andle up to 2.5 Amps

Figure 8: Raspberry Pi 3b

3.1.2 Dumplt:

Dumplt 1s comprises of two trusted tools, win32dd and winé4dd, combined into one
executable. DumplIt will take the snapshot of the host’s physical memory and save it
to the folder where the Dumplt executable file was located.

3.1.3 Volatility:

Volatility, an open-source memory-forensics framework to perform digital
investigations, incident responses and malware analysis. It can also be used to monitor
the connections of windows applications to which IP they are connected to and from
which port information is being sent.



3.1.4 Nmap (Network Mapper) 7.60:

It is the open source network mapping tool used for the security scanner of the network
and for the port scanning of the VPN server to find the open ports.

3.1.5 IKE-Scan 1.9:

For IPsec VPN we use tool called IKE-Scan that can Fingerprint many VPN vendors
and Models.

3.2 Design Requirements:

Hardware Software

VPN
Software(s)

Raspberry
Pi

WiFi
Router

Pentesting
Tools

Figure 9: Design Requirements
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3.4 Detailed Design with justification:

Phasel
Security

Analysis
Phase2

Open
Source VPN

Figure 10: Project Design

Phase 1:

The project will first analyze the different VPN services using Pentesting tools like
IKE-Scan, Volatility and Evil Foca and using the same tools, the project will perform
several types of attacks to check IP leakage and DNS hijacking vulnerability which
can potentially jeopardize the user’s anonymity.

Phase 2:

Using the same data acquired from the previous analysis, the project will customize
open source VPNs accordingly and create a new and secure customized open source
VPN, which will then be installed in a raspberry pi device, and will act as a server.

CHAPTER 4
VPN Testing

4.1 Information Gathering:

In order get a understanding what the VPN app is sending the info to the VPN server,
we have analysed the dump file of the VPN app by using the winhex application.

11



These are following steps we have followed

1.

In order to acquire the dump of hide.me VPN we will access the detail tab of the
task manager and locate the hide me.exe file. [Appendix B(i)]

We will right click on the hide me.exe and select the “create the dump file” option.
[Appendix B(ii)]

After we have selected the dump file option, we have initiated the process of
dumping process and when it is completed, it will instruct us where it is located.
[Appendix B(iii)]

This is where the dump file is located and now we will open it using the winhex
application. [Appendix B(iv)]

Winhex is helpful in the area of computer forensics, data recovery, low-level data
processing, and IT security. An advanced tool to inspect and edit all kinds of files,
recover deleted files or lost data from hard drives with corrupt file systems or
from digital camera cards. [Appendix B(v)]

Now we will start the process of finding the relevant info in the dump file.
[Appendix B(vi)]

Here we can see that what type of user data sent by a VPN app.

1.

Common Variable Folders:

Folder variables refer to folders that are located differently on various Windows
platforms and even individual computers. These variables are used by both legitimate
applications and malware when accessing, changing, or creating files or folders. This
page provides a reference for the default locations referenced by common folder
variables.

12
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4.2 Prerequisite of the Zero knowledge test:

In order to complete the prerequisite of the zero-knowledge test, i.e. finding the VPN
server IP, we use memory forensics tools to find out the client’s connection to the VPN
server. We use Volatility Framework and Dumplt tool to get the required information.

4.2.1 Memory Forensics:

The Volatility Framework consists of a list of tools developed in Python for the
elimination of digital objects from volatile memory (RAM) sections. The data
extraction methods are executed totally independent of the system under investigation,
but also offer unparalleled perceptibility into the system in runtime state. This
framework intends to present procedures that help us to excerpt digital artifacts from
the samples of your virtual memory and deliver a platform for additional work in
research area.

Address space size: 5349834752 hytes (51082 Mh)
Free space sige: 65940787208 bytes ¢ 62886 Mh>

#* Destination = “\?T\C:\UsershigrasDesktop wolatility 2.5.vin.standalone\KAKASHI-28188138-071833.

-—> Are you sure you want to continue? [y/nl vy
+ Processing... Success.

GC:\UsershigrasDesktopsvolatility_2.5.win.standalonedvolatility—2.5.standalone.exe —f KAKASHI-2818013
B-A71833.rav imageinfo
Uolatility Foundation Uolatility Framework 2.5
INFO : volatility.debug : Determining profile hased on KDBG search...

Suggested Profile(s)> : Win2B12RZ2xb4,. WinBiUixb4, WinBSPOx64. Win85P1ix64,. Win2B12x64 (Insta
ntiated with Win88Pix64>

A% Layerl : AMD64PagedMemory (Kernel AS)

er2 : FileAddressSpace (C:\Users:igra“Desktop‘wolatility 2.5.win.standalo

A% Law
ne\KNKASHI-20180138-871833 .raw>
PAE type = No PAE
DIB : Bxlaa@@dL

We used the Dumplt tool in order to get the image of the whole memory.
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sliserssigrasDesktopswolatility_2.5 . win.standalone>volatility-2.5 . standalone.exe —f KAKASHI-2818013
-@71833 .raw imageinfo
olatility Foundation Uolatility Framework 2.5
INFO : volatility.debug : Determining profile based on KDBG search...
Suggested Profileds) : Win2B12RZx64. WinB1Uilx64,. WinBEPBx64, Win85Pixb6d,. Win2@12x6d (Instal

tiated with Win83Fix64>
A5 Layerl AMDG64PagedMemory (Kernel AS)

AS Layerd ; FileAddressSpace (CisllszerssigrasDesktopswolatility_2. 5. win.standalo
e\KAKASHI-28180130-071833 . raw)
PAE type

No PAE
Bx1aaBBdL

Bxf881%ed26530L
Number of Processors 4

Image Type (Service Pack) a

DTB :
KPCR for CPU B : BxffEfF8019ed750ANL

KDBG

KPCR for CPU 1 : Bxffffdop182760000L
KPCR for CPU 2 : Bxffffdopii27eBRABL
KPCR for CPU 3 : Bxffffdee17e5dhAABL
KUSER_SHARED_DATA : Bxfffff7800ARRRRARAL
Image date and time : 2@18-B1-38 B7:18:35 UTC+BABA
Image local date and time 20818-01-38 12:18:35 +@%08

In the Volatility Framework’s imageinfo command tells the profile, the person should
use the parameter --profile=PROFILE when they use other plugins. There can be more
profile suggestion than just one if those profiles seem to be related closely. Moreover,
the KDBG structure’s kernel address is printed by it that will be employed by the
plugins such as pslist and components to look for the process as well as module list
heads.

C:sUserssigrasDesktopswolatility 2.5.win.standalone>volatility-2.5.standalone.exe —f KAKASHI-2818813
B-071833 .raw —profile=Win2B12R2x64 kdbgscan
Uolatility Foundation Uolatility Framework 2.5
0030300 o000 o0 o000 o000 o~ oo oo
Instantiating KDBG using: Unnamed AS WinZ@12RZx64 <6.3.7681 64bit)
Offset <U> : Bxf801%ed26538
Offzet (P> Bx13bh226538
KdCopyDataBlock (U> Bxf801%ec5?1f4
Block encoded Yes
Wait never Bxdfc?d575cHBe2e3a
Wait always Bxlc5c?h?B6aaf 28600
KDBG owner tag check True
Profile suggestion {(KDBGHeade Jin2B@12R2x64
ionb4 Bxf8019ed26e58 (Major: 15, Minor: 9680>

a
Build string <NtBuildLab> 2688_18875_.amd64f re .winblue_ltsh
PsfAictiveProcessHead BxffFfF8A1%2ed3f468 <65 processes)
FsLoadedModuleList BxfFEFFEA1%ed526dB <167 modules?
KernelBase BxffffF8A1%ealc@BA (Matches MZ: Trued
Major (OptionalHeader)> [

Minor (OptionalHeader)> 3
BxffEff801%ed75888 <CPU A>
BxffEfdBR182760888 <CPU 1>
BxffE£dB018270888 (CPU 2>
Bxffffdeal7esdbBBB (CPU 3>

C:~UserssigrasDesktopswolatility 2.5.win.standalone>

As opposite to imageinfo that shows profile suggestions, KDGBscan is intended to
recognize the right profile and the right KDBG address. This plugin looks for the
KDBG header signatures interrelated to Volatility profiles and checks them by
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applying sanity checks. The number of times the sanity checks performed and the
interminability of the output depends on if Volatility can catch a DTB, so make sure
you use the correct profile if you already know it.

The netscan command is used to scan for network artifacts in 32- and 64-bit Windows
memory dumps. It manages to find the TCP endpoints and listeners and UDP
endpoints and listeners. It can distinguish among IPv4 and IPv6 and depending on the
applicability, it can also print the local and the remote IP addresses and the local and
remote port, it can also easily print the time when the communication socket was
bound or when the machine had an established connection, and its current state, it there
is @ TCP connection. Here we have found the established connection between our
device and a VPN server IP.

ICPv4 18.118.32.52:523: 74.125.284.95:443 CLOSED
chrone .exe

UDPub Fe8B::497: ] d:e?72h:145 "
svchost .exe 2818-81-38 11:83:5 Jaua

19.118.32.44:5 184.29.

Susten

BxhBc4ct ICPvb $::2869 $et LISTENING

UDPy4 4.9.8.0:8
2018-81-24 16:43:32 UTC+B808

UTC+Ba08
: 2341 CLOSE_WAIT
6 chrone .exe
Bxb1fhh6al UDPuv4 8.8.08.8:8
4 suchost.exe 20818~ 24 16:43:37 UTC+DBBEA
UDPub
2818-81-24 :43:37 UIC+B888
UDPuv4 .8.9.08:
2918-81-3¢ :49:51 UTC+0000
UDPuv4 8.8.0.8:8
2 host.exe 2018-81-30 11:80 UTC+0009
Bxbh2dBe280 UDPub :::0
2 suchost.exe 2018-81-38 11:88:88 UIC+2008
Bxbh6550710 TCPu4 192.168.1.92:52117 184.73.221.213:443 CLOSED

TCPu4 192.168.08.114:51831 172.23.24.25:44: CLOSED

TCPu4 8.9.8.8:135 8.8.8.9:8 LISTENING

TCPv4 9.9.0.8:135 8.0.9.8:9 LISTENING

TCPvé $::135 :::0 LISTENING

TCPu4 192.168.1.16:52837 183.10.197.3:443 CLOSED
rchFilterio

8
Bx1888cdech UDPv4 192.168.1.28:165 -
2 suchost.exe 2818-81-30 11:8 U §

ﬁ;unw;',smu TCPu4 16.118.3 56 104.20.123.38:443 ESTABLISHED
2 Windscribe.exe

In above screen shot we are able to tell that VPN server has allotted the host IP address
of 10.110.32.52 and communicating through the port number 52359.
Through Netscan we discover the VPN server private IP 104.20.123.38 and we can

tell it is communicating through port 443.

17



4.3  Zero knowledge test:
4.3.1 Port Scanning:

After acquiring the VPN server IP address, we performed zero knowledge test on the
VPN server, starting with port scanning by Nmap.

roct@localhost: -

The following are the open ports to VPN type.
using default ports:

Type of VPN Implementation Port

IPsec UDP 500

PPTP/L2TP TCP 1723
SSL TCP 443

Table 4.3.1 Mapping of Open ports to VPN type
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4.3.2 Packet Tracing:

The Nmap scan report showed the operating ports and their states whether they are
open, closed, or filtered. It also has shown potentially risky methods that may
compromise a client’s anonymity i.e. http TRACE.

roct@localhent: -

This particular uses SSL implementation as it uses 443/TCP, and PPTP/L2TP
implementation as it uses 1723/TCP.

4.3.3 Finger Printing:

After port scanning and packet tracing next we fingerprint using the IKE Scan tool
(developed by NTA Monitor). It compares the values of explicit variables in the IPsec
packets exchange, against its signature database.
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These transforms represent the attributes such as Encryption algorithm, Hash
algorithm, Authentication method, and Diffie-Hellman group. And can take up
different values such as DES or AES as the encryption algorithm, SHA or MD5 as the
hashing algorithm, a PSK or RSA. Diffie-Hellman 1 or 2 as the key distribution
algorithm and 28800 seconds as the lifetime. We try these different values to prompt
an IKE handshake response from the server if we did not get one from the
identification stage.

Once a handshake received, we take note of the acceptable transform set for future
scans.

In the example, the VPN gateway replies with one returned handshake and the
acceptable transform set is

a) Enc=3DES,

b) Hash=SHAl

c) Auth=PSK

4.3.4 Back off Strategy:

Then use retransmission back off strategy where IKE-scan sends the acceptable IKE
handshake to the server and stops replying to the server’s responses. The server keeps
retransmitting packets until it get a response. The -showbackoff option causes ike-scan
to record the response time of all of these packets. By carefully analyzing the time
difference between each packet being sent from the server, it can successfully
fingerprint the VPN gateway vendor.
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4.4 Username Enumeration Vulnerabilities:

44.1 IKE Aggressive mode:

Many VPNs use IKE Aggressive Mode with pre-shared key (PSK) authentication to
authenticate the username and password. In this mode, the client sends an IKE packet
containing several ISAKMP payloads to the VPN server that responds with a reply
IKE packet. It is to be noted that the client sends the Identity payload and the Server
replies with Hash payload, which is an HMAC hash of information including the
password (pre-shared key). The Client then sends a third packet containing an HMAC
hash of information including the password. IKE aggressive mode do not protect the
authentication of data exchange and send authentication of hash in plane text.
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We use the IKE Scan Tool to provoke the VPN server into the aggressive mode of
IPsec from the main mode by checking out various combinations. This makes it
possible to capture the authentication data and use a brute force or dictionary attack to

recover the PSK.

45 Countermeasures:

45.1 Defense against IPv6 Leakage:

The problem of IPv6 leakage stems from the
relationship between VPN and the routing
table of the Client Machine managed by the
Kernel. We can mitigate this risk by
disabling IPv6 traffic on the Client Machine.
We can easily disable IPv6 on Windows via
the Registry [23], Mac OS, Linux and

others.

This defense is feasible but in the face of
increasing IPv6 adoption, this shall be a
short-term solution. It may also not be an
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option for transportable devices that are at times used in a setting where IPv6
connectivity is needed.

45.2 Authentication Vulnerabilities:

Strong authentication by means of certificates, smart cards or tokens can be used when
users are connecting to the VPN Server. A smart card stores user profiles, data
encryption keys and encryption algorithms.

It is usually required to use a PIN for the smart card to be invoked. We can get an OTP
(one time password) by the token card, and whenever a user tries to authenticate on
the token and they enter a correct PIN, the card would display the OTP that will lead
to grant user access to the network.

45.3 Configuration Issues Management:

Consider the advanced security measures taken by VyprVPN to tackle the
configuration issues. The tunnel setup fails if the client routing table is not configured
to the DNS Server managed by the VyprVPN. They inspected the traffic with
TCPdump and found that on tunnel setup, the VPN client queries three random DNS
lookups. If these queries are sent to a third-party DNS Server, the connection is not
established and the tunnel shuts down.

The VPN client independently connects the VyprDNS server using the bespoke
protocol to check if the queries are correctly received and replied. However, note that
the check is only performed directly after the tunnel has been established and can be
overcome by delaying the attack for 60 seconds using the DHCP lease time. The study
[19] experimentally confirmed the possibility of the route injection attack on
VyprVPN by using DHCP Lease time delay.
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4.6

Top 10 Free VPNs Comparison

Sr. VPN Name DNS IP WebRTC  Speed Encryption Tracking
Leak Leak leak
1 | Super VPN v x Slow x v
2 | Betternet v x Slow v x
3 | Cross VPN v v x Normal x x
4 | Hide.me x x x High x x
5 | Flash Free 4 x v Slow v v
VPN
6 | Hotspot x v x Normal v 4
Shield VPN
7 | SurfEasy x x v Normal v v
8 | VPNGate v x x Slow x x
9 | Windscribe x x x Normal v
10 | Tunnelbear x x v Normal x
CHAPTER 5

5.1 Network Configuration:

Step 1: IPv4 Firewall Rules

CUSTOMIZED OPEN VPN

A firewall blocks unwanted traffic and denies unauthorized network access to increase
network safety. A firewall rule is a user-configured access policy that can restrict or
permit access to a network. A firewall rule can be used add extra network protection.
Here we will allow different ports and protocols like SSH, UDP 1194 to allow open
VPN traffic and tunneling at TUNO interface.
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*filter

1

2

3 # Allow all loopback (lo) traffic and reject anything
4 # to localhost that does not originate from lo.

5 -A INPUT -i lo -j ACCEPT

6 -A INPUT ! -i lo -s 127.8.9.8/8 -j REJECT

7 -A QUTPUT -o lo -j ACCEPT

8

9

# Allow ping and ICMP error returns.

1@ -A INPUT -p icmp -m state --state NEW --icmp-type 8 -j ACCEPT

11 -A INPUT -p icmp -m state --state ESTABLISHED,RELATED -j ACCEPT

12 -A QUTPUT -p icmp -j ACCEPT

13

14 # Allow SSH.

15 -A INPUT -i eth@ -p tcp -m state --state NEW,ESTABLISHED --dport 22 -j ACCEPT
16 -A OUTPUT -o eth® -p tcp -m state --state ESTABLISHED --sport 22 -j ACCEPT

17

18 # Allow UDP traffic on port 1194.

19 -A INPUT -i eth@ -p udp -m state --state MEW,ESTABLISHED --dport 1194 -j ACCEPT
28 -A OUTPUT -o eth® -p udp -m state --state ESTABLISHED --sport 1124 -j ACCEPT
21

22 # Allow DNS resclution and limited HTTP/S on eth®.

23 # Necessary for updating the server and timekeeping.

24 -A INPUT -i eth@ -p udp -m state --state ESTABLISHED --sport 53 -j ACCEPT

25 -A OUTPUT -o eth® -p udp -m state --state NEW,ESTABLISHED --dport 53 -j ACCEPT
26 -8 INPUT -i eth® -p tcp -m state --state ESTABLISHED --sport 28 -j ACCEPT

27 -A INPUT -i eth® -p tcp -m state --state ESTABLISHED --sport 443 -j ACCEPT

28 -A QUTPUT -o eth® -p tcp -m state --state MEW,ESTABLISHED --dpert 86 -j ACCEPT
29 -A& OUTPUT -o eth® -p tcp -m state --state NEW,ESTABLISHED --dport 443 -j ACCEPT
38

31 # Allow traffic on the TUN interface so OpenVPN can communicate with etha.

32 -A INPUT -1 tun® -j ACCEPT

33 -A& OUTPUT -o tunB -j ACCEPT

34

35 # Log any packets which don't fit the rules above.
36 # (optional but useful)

37 -4 INPUT -m limit --limit 3/min -j LOG --log-prefix "iptables INPUT denied: " --log-level 4

33 -A FORWARD -m limit --limit 3/min -j LOG --log-prefix "iptables FORWARD denied: " --log-level 4
38 -A OUTPUT -m limit --limit 3/min -j LOG --log-prefix "iptables OUTPUT denied: " --log-level 4
48

41 # then reject them.
42 -A INPUT -j REJECT
43 -A FORWARD -j REJECT
RE) -A OUTPUT -j REJECT
45

46 COMMIT

Step 2: Configuring OpenVPN
OpenVPN runs as the root in initial condition. The given user in the server.conf file

has as less privileges as any other user (less than root) in any version of Linux. If the
same user account gets compromised, the intruder trying to hijack the server will only
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have the rights to obtain the user data, but it can also comprise Apache while using
mod_php or different NFS mounts.

To make OpenVPN service run in an entirely different configuration where it has a
group and special user is an efficient method to keep it separated from the other
processes, particularly if you want to host a web server or a file server on the same
machine or server as your VPN server.

VPN Certificate Authority

A VPN server should not have Client certificates and keys placed in it. It is safer to
have them generated locally on a computer and be stored offline, without any internet
access. To have the best results it is recommended to have them generated on a
computer has a larger RAM size.

There are two ways that you can easily create the certificates and the keys:
e Using the scripts provided by EasyRSA
e By making public key infrastructure (PKI) yourself, for the VPN you want to
develop.

Step 3: Configure EasyRSA

For the configuration of Certificate Authority, we made root directory. The location is
arbitrary for your CA. The certificates are created from that directory.

Presets used by EasyRSA contained by the vars file created in /ca folder. For your
certificate authority you can provide a name and it will be passed on to client
certificates.

~[cafvars

1 # These are the default values for fields
2 # which will be placed in the certificate.
3 # Don't leave any of these fields blank.
4 export KEY_COUNTRY="US

5 export KEY_PROVINCE="CA"

] export KEY CITY="SanFrancisco

7 export KEY_ORG="Fort-Funston”

8 export KEY_EMAIL="me@myhost.mydomain"

] export KEY OU="MyOrganizationalUnit"
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2P 5437.74.25 - PuTTY - 0O

{certs»

Certificate: Data: Version: 3 (8x2) Serial Number: 60:b9:d8:d7:76:1
40:55:1F:6d:bl:ed:eb:48:22:3b:9F:51:baza2; 54: b4:1f:96:0

: /CN=Changele serial:A7:07:81:40:81:12:AD:F9 X589v3 Extended Key Usag

5:71: 74:53:6c:¢0:37:cc:7a:085:5¢:9d: 2d:ae: 57:e8:55:fd: bd: 11: 1f:bf:d3:e9:33:60:

h2HFPwAZedpCdvoyedddasCedyAZkugsxcxjamXthxUPFtwtAxn70rugB1B1mCRROUPNRo7utKCLSGEAQfzpB6Ima3nPrTD
</certs

<key>

----- BEGIN PRIVATE KEY-----MIIEvQIBADANBgkqhkiGOw@BAQEFAASCBKcwggSjAgEAACIBAQC145andmQ3 1tg+8Aah
bo9gDG7pEz /QqKBOWBKiGZ aiexdB5PHND7g1bI L 9x2704 TyHx1ULGDKGHZ oMxbRUNGEWAaY zxWIn2cvuvbsUhSHn 5 I Drwd T
baelc2ed4a2ab0b379eee1ed873bba2bldf 711f0BcabcB4a5965cdf1502dcf3b19d1d698e4410afb6 983439322
</tls-authy

Step 4: Server Credentials

Sometimes a root certificate can be named as Certificate Authority. That is the
certificate will be used to produce key pairs for clients and intermediate authorities.
At each step we can add or edit the information used by your certificate.

Confirm the signing of the certificate after the completion of question section for the
private key.

27



Step 5: Client Credentials

The device/machine connecting to the VPN server must have personal key and
identifier.

All the other certificate information and other details can be remained the same or
shared across all client devices.

Step 6: Authentication

In order to authenticate with the VPN server, we will first install OpenVVPN client on
the client computer or machine. After the installation of the OpenVPN client we will
import the certificates generated by the certification authority and the client.ovpn file.
Using the instructions in the client.ovpn file, the OpenVPN client will use the
certificate and key files and start a tunneling request on the tun/tap interface to the
remote server.

5.2 OpenVPN Configuration Files:
Step 1: Server Configuration

OpenVPN’s server-side configuration file is located in /etc/openvpn/server.conf. You
can use the contents below to create a new file at that location on your server:

[
U
|
L3
|
3
3
m o
=
\
3
1!
L
S
'

fopenvpn/server/server._key
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6-GON-SHA324 : TLS-DHE-RSA-WITH-AES -256-C8C -SHA256

Step 2: Client Configuration File:

The client-side OpenVPN’s configuration file is Client.ovpn.
When you import an OpenVPN profile ovpn file must be in the same directory where

all other credentials and client certificate located.
= client.ovpn
File Edit Format View Help

# No cryptography options are specified here because we want
# the VPN serwver to push those settings to clients rather than
# allow clients to dictate their crypto.

client

dev tun@
persist-key
persist-tun
proto udp
nobind

user ovpn
group ovpn
remote-cert-tls server
auth SHAS512
verb 3

# Remote server's IP address and port. IP is
# preferable over hostname so as not to rely
# on DNS lookups.

remote 54.37.74.25 1194

# To successfully import this profile, you

# want the client dewice's CA certificate copy,
# client certificate and key, and HMAC signature
# all in the same location as this .owpn file.
ca ca.crt

cert client2.crt

key client2.key

tls-crypt ta.key
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CHAPTER 6

IMPLEMENTATION
6.1 VPN GUI (Graphical User Interface):

The GUI is an interface for a user which allows them to have an interaction with the
electronic/computer devices or machines via graphical or photographic icons and
visual indicators like visual cues, rather than using text-based Ul, text navigation or
command labels. In response to apparently steep learning curve due to the
unintelligible command-line interfaces, GUIs were introduced.

To design the graphic composition and sequential behavior of any GUI is an essential
part of programming any software and application when it comes to making it user
friendly. The goal of it is to improve the good organization and user-friendliness for
the fundamental logical interface any particular program. To guarantee that the
programming language for the visuals in the design is matching to the tasks, many
methods of user-oriented design are employed. A GUI uses a mixture of technologies
and techniques to deliver a platform that is user friendly, for the jobs of collecting and
generating data.

The GUI shown below will be interfaced with the OpenVPN client, the user will be
able to select any of the servers from Select Server option, and on clicking ‘Connect’
the OpenVPN client will read the client.ovpn file and start the authentication process
with the intermediate server, which will further connect to the remote server.

Three more buttons (View System Information, IP Leak Test and DNS Leak Test) are
added for the user to test whether their anonymity on the internet is intact. The View
System Information button will provide information on the client’s machine and the
buttons IP Leak Test and DNS Leak Test will direct you to online IP leak and DNS
leak tests where the client will be shown their public IP and location and the status of
DNS leakage.
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54.37.74.25

Select Server
'Frankfurt v

Figure 11: ArgosVPN GUI

CHAPTER 7
RESULTS

After integrating GUI with the OpenVPN client, the user can now easily connect to
the remote server on a single click, after clicking connect, using the client
configuration file to identify the client and to choose a server from a number of
servers, the OpenVPN client will connect to any one of the available servers, during
the establishment of connection between remote server and the client, the client will
first connect to an intermediate server (raspberry pi in our case) that will provide
another layer of encryption to client’s data and replace its credentials with client’s
credentials to make the service owners and server owners unable to find out the
identity of the client requesting VPN connection.
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After the authentication with the intermediate server, the intermediate server will
now pose as a client and then establish a connection with the remote server, now
OpenVPN will choose the server with the least number of clients connected to it.

On the client’s end, while connecting, depending on the traffic on each of the
servers, the OpenVPN client will establish tun/tap connection with the server for
tunneling traffic, the tun interface at the server creates a network that assigns a
private IP for each client connected to it, hence an OpenVPN server is able to
connect to multiple clients at a time.

Now that the OpenVPN client and OpenVPN server connection is established, the
user of OpenVPN client can browse freely, bypassing the ISP or any other entity

eavesdropping on your traffic.

The following tests will now be performed on the OpenVPN server to check if the
OpenVPN configuration installed can compromise user anonymity.

IP leak test

Memory Forensics test

7.1 Comparison b/w Top 10 Free VPNs with ArgosVPN:

Sr. VPN Name DNS WebRTC Speed Encryption Tracking
Leak Leak leak
0  ArgosVPN x x x High v x
1 | Super VPN v x v Slow x v
2 | Betternet v x v Slow v x
3 | Cross VPN v v x Normal x x
4 | Hide.me x x x High x x
5 | Flash Free v x v Slow v v
VPN
6 | Hotspot x v x Normal v v
Shield VPN
7 | SurfEasy x x 4 Normal v v
8 | VPNGate v x x Slow x x
9 | Windscribe x x x Normal v v
10 | Tunnelbear x x 4 Normal v x
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7.2 IP Leak Test:

Your IP addresses

[ | Germany

@ IPvG test not reachable. (emor)

No forwarded IP detected. If you are using a proxy, it's a transparent proxy.

Browser default: @ IPv4 (228 me) Fallback: @ Fail (errer)

Your IP addresses - WebRTC detection

Private-Use - [RFC1918]
IANA Private or Special Address

If you are now connected to a VPN and you see your ISP IF, then your system is leaking_ WebRTC requests

DNS Address - 1 server

[ | Germany

Mo forwarded IP detected. If you are using a proxy, it's a transparent proxy.

7.3 WebRTC leak Test:

WebRTC Leak Test

WebRTC Support Detection

RTCPeerConnection « True
RTCDataChannel « True
ORTC {Microsoft Edge) ® False

IP Address Detection :

Local IP Address Bl 172.27.232.22
Public IP Address B N 54.37.74.25
IPve Address n'a

WebRTC Media Devices :

Device Enumeration  True

Has Microphone -+ True

Has Camera - True

| Audio-Capture Permissions | 2

| Video-Capture Permissions | 2

Media Devices kind: audioinput
deviceId: default
label: n/fa
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7.4 DNS leak Test:

Mylp:  54.37.74.25

Hide IP

= Germany (DE), N/A

@& OVH Hosting

— 25.ip-54-37-T4.eu
& Win8.1

€ Chrome67.0

7.5 Internet Speed Test:

L

B°F No
oo N No
= o No

Speed Results

DOWNLOAD SPEED

14.0 = ..

Latency
295 ms

UPLOAD SPEED

@ Protocol @ Host
I1Pv4
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FUTURE WORK

Fast Multi-Node Networks:

Just like Tor network, using the same technique we can create our own VPNs with
more than one layer of encryption or commercialize our own customized multi-
layered VPNs. The more the number of servers acting as nodes for a connection, the
resilient the privacy.

On the contrary, one might think that by increasing the number of nodes might affect
the speed of the network just like in the case of Tor vs VPN, where Tor actually has
a relatively slower connection as compared to a VPN because the traffic is routed
through three different nodes (servers) globally and then forwarded to the destination
server.

This problem can be neutralized by using squid proxy servers integrated with your
IPSec or OpenVPN implementation. On the server side squid acts as a proxy server,
whenever a client makes a request to visit a web site, squid retrieves the website and
then shows it to the client. The client never actually sends a request to the internet as
the squid proxy server requests all the sites on the behalf of the client.

As a result, squid speeds up the internet connection on the internal network, make
web server pages faster, provides protection to the internal network while you surf
the internet, and provides the access only to the authorized users.

VPNs bypassing port-blocking and DPI firewalls:

In many Networks or LANs where we have port blocking firewalls with DPI (Deep
Packet Inspection) systems installed to monitor your personal information and
internet traffic, you can use an http tunnel to prevent your traffic to be monitored.

In a port blocking firewall network, the administrators have usually blocked all the
ports where a VPN traffic can communicate, and sometimes the administrators only
let http/https traffic to go through. To make their firewall even tougher to bypass,
they even install a DPI system in it to prevent VPN tunnel requests through port 80
and port 443.

In order to bypass such systems, you can encrypt your VPN traffic in another plain
TLS/SSL tunnel which could be http/https or any other protocol allowed in your
network which will get you past DPI networks. This can be done by configuring tls-
crypt, tunnel or obsfproxy with your VPN implementation.
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Conclusion:

A VPN is meant to provide you security, anonymity and privacy, and many VPN
companies claim to provide you complete safety against the adversaries that can
potentially harm your privacy. Here we have completely analyzed those claims by
VPN companies, and provided a better solution and alternative to those VPNs
guaranteeing you security but are nothing more than just anti-censorship tools.

By running different pentesting and memory forensics tests we were able to see that
some VPNs don’t encrypt your traffic and make the rest of the world see who does
that traffic belong to, some take your credentials without you knowing, and some
VPNs run on systems full of backdoors that can be easily exploited by hackers.

The solution we have developed uses an intermediate approach between the way a
Tor browser works and a VPN. A user connects to a server and the same server acts
as a client to further connect to a remote server selected by the client. In this way, the
client credentials are safe as the credentials of our intermediate servers are used
instead, by adding an intermediate server we have doubled the encryption layer
which means it has twice as strong the encryption as a regular VPN, hence
guaranteeing you complete security, anonymity and privacy.
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Glossary

Anonymity: The act of being anonymous. (See anonymous)

Anonymous: Unidentified by any name. In networking terms, it means having no specific
reference to such as an IP address or an alias etc.

Authentication: A process by which the distinctiveness of a user who wishes to access a
system is verified.

DNS: The DNS refers to Domain Name System. It is a hierarchical distributed naming
system for computers or any other services or resource connected to the internet or a private
network.

DNS Hijacking: DNS hijacking, also known as DNS redirection is the act of overturning
the resolution of DNS queries. A malicious activity subverts a computer’s TCP/IP settings
so that the computer points at a rogue DNS server. This invalidates the default DNS
settings.

Encapsulation: Encapsulation refers to the act of wrapping one object within another and
so it is used for data hiding. In networking, it is the packaging of one data structure upon
another so that the first data structure becomes hidden. For example, in the TCP/IP stack,
the application layer encapsulates the transport layer.

IP: IP also known as Internet Protocol, is the protocol by which data is transmitted among
computers on the internet.

IPv6: Internet Protocol version 6 (IPv6) is the most recent version of the Internet
Protocol (see Internet Protocol). IPv6 was developed to deal with the exhaustion of the
limited IPv4 addresses. IPv6 uses a 128-bit address, theoretically allowing 2128, or
approximately 3.4x1038 addresses which is more than 7.9x1028 times as many as its
predecessor, the 1Pv4.

IPv6 leakage: In IPv6 leakage, a MITM (see man in the middle attack) announces itself
as an IPv6 router. A VPN client operating system starts sending all the traffic to the man
in the middle because IPv6 is preferred by default settings. The VPN client programs do
not manipulate the [Pv6 routing table. This results in all IPv6 traffic avoiding the VPN’s
virtual interface.

L2TP: The L2TP Layer two tunneling protocol is an extension of the basic Point to Point
protocol. The L2TP is used by an Internet service provider to enable VPN’s to operate
over the internet. The L2TP protocol is not very secure on its own which is why L2TP is
implemented with the IPSec security measure.
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Man in the middle attack: A man in the middle attack is an attack where the attacker
secretly relays communication between two parties. The two parties are unaware of the
attacker who may also alter the communication data. The malicious actor impersonates
himself as a party of communication to the other one and hence gains access to all
communication data.

PPTP: PPTP refers to Point to Point Tunneling Protocol. PPTP works by encapsulating
packets inside PPP packets, which are in turn encapsulated in Generic Routing
Encapsulation packets. These packets are sent destination PPTP server and back over the
networking IP layer.

SSL: SSL stands for secure socket layer. SS is the standard security technology that
establishes an encrypted link between a browser and the web server. SSL ensures the
privacy and integrity of the data communicated among the protected channel. Millions of
websites use SSL in order to secure their online transactions.

VPN Tunneling: VPN tunnel is a mechanism used to import a foreign protocol across a
network. Tunneling can be done by encapsulating (see encapsulation) the protocol
information and private network data.
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Appendix A:

from tkinter import *

from tkinter import ttk

from PIL import ImageTk, Image
import os

import urllib.request

import requests

import socket

import platform

from tkinter import messagebox as mBox
from tkinter import scrolledtext
from tkinter import Spinbox
import webbrowser

import time

root = Tk()

root.title ("Argos VPN")
root.resizable (width=0 , height=0)
root.geometry ('500x500")

frame = Frame (root)

frame.pack()

Hostname=socket.gethostname ()
ipvéd=socket.gethostbyname (Hostname)
ipve=socket.gethostbyaddr (Hostname)
sys=platform.system{()
intel=platform.processor ()

txt="Connect"

topframe = Frame (root)
topframe.pack( side = TOP )

bottomframe = Frame (root)
bottomframe.pack( side= LEFT , padx=10 )

rightframe = Frame (root)
rightframe.pack( side= RIGHT )

url = 'https://whoer.net/'
urll = 'https://ipleak.net/'

def OpenUrl () :
webbrowser.open new (url)

def OpenUrll():
webbrowser.open new (urll)

root.iconbitmap (r'D:\GUI\Argos2.ico' )

img = ImageTk.PhotoImage (Image.open ("Argoss.jpg"))
panel = Label (topframe, image = img, height=200 )
panel.pack(side = LEFT)

Actualip= None
try:

Actualip = requests.get(url='http://whatismyip.akamai.com') .text
except:

Actualip ='No Internet Connection'
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="Public IP:"
IP=T+'\n'+ Actualip

def Connect():

global txt

if txt=='Connect':
time.sleep(2)
txt='Disconnect’
connectbutton.config(text=txt)

else:
time.sleep(2)
txt="'Connect'
connectbutton.config(text=txt)

def quit():
time.sleep(2)
root.quit ()
root.destroy ()
exit ()

connectbutton = Button (bottomframe, text=txt, width=30 , height=2 ,
bg="#E23D28" , fg="Black" , command= Connect )
connectbutton.grid(row = 0, column = 0, sticky =W+E+N+S )

IPBox= Button (rightframe, text=IP, width=30 , height=2 , borderwidth=0 )
IPBox.grid(row = 0, column = 3, sticky = W+E+N+S )

Label (rightframe, text="Select Server") .grid(row=1l, column=3, columnspan=20 ,
sticky=W+E+N+S)

User=StringVar ()

UserChosen = ttk.Combobox (rightframe , state="readonly" , width=20, height=5 )
UserChosen|['values']= ("Frankfurt", "USA")

UserChosen.grid(row=2 , column=3, columnspan=20 , sticky=N+S5)
UserChosen.current (0)

exitbox= Button (bottomframe, text="Exit" , width=30 , height=2 , bg="#E23D28"
fg="Black", command= quit)
exitbox.grid(row = 5, column = 0, sticky = W+E+N+S )

IPleak = Button (bottomframe, text="IPleak Test", width=30 , height=2 ,
bg="#E23D28" , fg="Black", command=OpenUrll)
IPleak.grid(row = 3, column = 0, sticky = WH+E+N+S )

DNSleak = Button (bottomframe, text="DNSleak Test", width=30 , height=2 ,
bg="#E23D28" , fg="Black" , command=OpenUrl)

DNSleak.grid(row = 4, column = 0, sticky = W+E+N+S )

root.mainloop ()
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Appendix B:
(i)

) Task Manager -~ =1 >
File Options View

Procesces Parfarmance App histary Startup  Users Detalls  Sarvices

Narme 3 PID Stutus Usar narme CPU  Memory (p... Description -~
W Hide.me, exe 10396 HRunnina Nova 0o 81,084 K hide.me VN
W I hidemesve exe 6GORA ¥ End task 12,688 K hideme VPN System Se.,
W7 HideMylpShre. exe 1084 r End process tree 7,720 K HideMylpSrv.exe
[RIHPIDDGService exe 2988 F 396 K HPIDDGService
D HPMEGSVE . oxe 2024 v Set priority > LA7B K HP Meccage Service
W hpagwmiex exe 12884 ¥ Set affinity 1,616 K HP Software Framework..
W HPSleve. exe 14004 P A v i I s o B12 K HP Smart-lnstall Service
W iHPSupportSolutions,.. 4704 ’ Debug 14,204 K HP Suppert Solutions Fr...
D HPWMISVE . exe 12076 3 A 1,008 K HP WM Service

W haxcp.oxe 3644 ' UAC virtualizetion 26,952 K Hotspot Shield
N 1AStorDataMygiSve, exe 13840 F Create dump file 19.368 K |AStorDataSve
%7 Ibteiva.exe aez r Onan fils lacetinn 752 K Intel(R) Wirelass Bluetaa...
W lhigf«CUlService exe 2628 F el S liAs 1,760 K IgfxCUlService Module
(W gr=EM, exe 12172 ¥ : 2,692 K IgfxEM Macule
(W igfxcHK exe 11576 r Properties 1,816 K igfxHK Module
(Wl IntelMeFWService exe 13404 ¥ Go to service(s) 230 K Intel(R) ME Service
W hi_smrvice.oxe 145940 funning SYETEM [+1:] 1,044 K Intel(l) Dynamic Applic...
Pu ksde exe 1528 Running SYSTEM 00 5,844 K Kospersky Secure Conne.,
¥ keclau).exe 13064 Running MNova oo 2,472 K Kaspersky Secure Canne...
I'NITLMS exe 12604 Rurnning SYSTEM 00 2,932 K Intel(R) Local Managen...
W] Isacs. oxe nea Running SVETEM oo 5,836 K Lacal Security Authority,..
W iMeAfen. TruekKey . Ser... 248 Running SYSTEM 00 67,708 K Intel Security True Key

(ii)
15 Task Manager — O .

File Options View

Processes Performance App history Startup  Users Details  Services

Mame PID Status User name CPU  Memory (p.. Description -~
f Hide.me.exe 10396 Running Mowa 00 137,224 K hide.mne VPN
[®=] hidemesve Dumping process 5 12,684 K hide.mne VPN System Se..
[m=] HideMylpS 8080 K  HideMylpSrv.exe
[®E|HP3DDGSel  The file has been successfully created. 384K  HP3IDDGService
{-b HPMSGSV The file is located at: 1,280 K HP Message Service
[®= hpaqwmiex) ¢y oo NovaApp DatatLocal\ Temp'\Hide.me DMP 1,616 K HP Software Framework...
[m= HPSlsve.ex 912 K HP Smart-Install Service
[®=EIHPSupport 14188 K HP Support Sclutions Fr...
L HPwinIsve OK 1,040 K HP WMI Service
W hsscpoexe S— P — — 26,960 K Hotspot Shield
[m=]1AStorDataMgrSvc.exe 13840 Running SYSTEM 00 18,372 K |AStorDataSve
[®=]ibtsiva.exe 3912 Running SYSTEM 00 T28 K Intel(R} Wireless Bluetoo...
[e=]igfxCUIService.exe 2628 Running SYSTEM 00 1,740 K igfxCUlService Madule
[m=] igf«EM.exe 12172 Running Maowva o0 2,700 K igfxEM Module
[m=]igfxHK.exe 11576 Running MNowva 00 1,816 K igfxHK Medule
[®5] IntelMeFWService.exe 13464 Running SYSTEM 00 236 K Intel(R} ME Service
[=]jhi_service.exe 13940 Running SYSTEM 00 1,044 K Intel(R) Dynamic Applic...
Fa ksde.exe 1528 Running SYSTEM o0 6,006 K Kaspersky Secure Conne...
E ksdeui.exe 13064 Running Mowva o0 360 K Kaspersky Secure Conne..
[mE] LMS.exe 12604 Running SYSTEM 00 2,840 K Intel(R) Local Managem...
[5=]Isass.exe 268 Running SYSTEM 00 5742 K Local Security Authority...
[mE] Metfee Truekey.Ser... 9248 Running SYSTEM o0 67,708 K Intel Security True Key
W=l hAC AFFE..2 FYE 12500 Runninn Mloara N 5.A%% K Intel Securite Trie Kear &
(~) Fewer details End task
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