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ABSTRACT

SQL injections are hacking techniques through which hackers gain unauthorized access
to the database. It has been declare as one of the most serious threat to web-base
application. Not only the web-base application but all the applications which have
dynamically generated SQL queries are vulnerable to SQL injections. SQL injections are
of many types it all depend upon the creativity of the hacker how he wants to attack the
database. But mainly it has been classified as four types: Select, Update, Authorization
bypass and Insert. Lot of research has been carried out and many solutions have been
proposed but all the solutions have some limitations. The best solution ever proposed is
parse tree technique. Parse Tree technique has been implemented in this project. The
basic concept behind the Parse Tree is that it dynamically generates two parse trees from
SQL query. One with user input and other without user input And compare at run time If
they are equal it will be consider as safe query and it will be allowed to access the
database. Otherwise it will be consider as an SQL injection attack and It will not further

be proceed.



Chapter 1

INTRODUCTION

SQL injection technique are use to exploit the web base application not only
web base application all the application that has a dynamic database at there back end
are vulnerable to such attacks. SQL injections are very easy to learn and master. SQL
injection is a hacking technique that allows hacker to enter the database. The hacker
can access, update and delete the records from the database. Hackers test for SQL
injection vulnerabilities by sending the application an invalid input that would cause
the server to generate an error message. Based on these error messages the hacker
will learn about the back end database and will make more attempt to learn more
about it. He will continue doing this until he has enough information to attack the
database. SQL injections are of many types. It all depends on the mind of the hacker
how creative he is. Mainly it is classified into four types: Insert, select, update and
authorization bypass.

Lot of research has been carried out and many solutions have been proposed
to prevent SQL injections but all the solutions have some limitations. The best
solution ever proposed is parse tree technique. In this project Parse Tree technique
has been used to prevent SQL injections. The basic concept behind the Parse Tree is
that it dynamically generates two parse trees from SQL query. One with user input

and other without user input And compare at run time If they are equal it will be



consider as safe query and it will be allowed to access the database. Other wise it will

be consider as an SQL injection attack and it will not further be proceed.

1.1 MOTIVATION

SQL injections are very easy to learn and master. Lot of information related to
this issue is provided over the net and any one with little knowledge of SQL queries
and programming skills will be able to hack the websites. And once the hacker is able
to enter the database, he can modify, add, delete and access the contents of the
database .Most of the Pakistani developers are unaware of SQL injections. Therefore
most of the Pakistani websites are vulnerable to SQL injections. This is a very serious
issue, which needed to be solved. Lot of research has been carried out and lot of
solution has been proposed but with some limitations. Parse tree is the solution with

little limitation which has been implemented in this project.

1.2 PROBLEM STATEMENT

“Problem 1is to develop a system which prevent the SQL injection attack in

most efficient manner”

1.3 PROJECT SCOPE

My intention is to learn about SQL injections and use them to hack websites.
After that | shall attempt to provide web security against those attacks by using Parse

tree technique.



1.4 PROJECT DOMAIN

Following are the method by which database can be hacked
1. Direct: In this method hacker gain direct access to desktop application. Here a
hacker is within the company or outsider who got the chance to sit on the system.
2. Indirect: In this method user could be anyone, anywhere he tries to access
database of the website by sitting anywhere in this world.
3. Platform: This is a generic attack e-g worms.

In this project | am trying to prevent indirect method i-e I m trying to secure

web base application from SQL injection that are using Oracle 9i at the back end.

Data Center
Internal Users Web Servers

f App. Scrvers, Databascs
2 et y)
-

==

DMZ

Wely Scrvess
App Servers, NDatabases

Database Worm
Cookie poisoning Nata thett Code Red
rameter Tampering Data corruption Nimda
- efc etc.

~ -

SQL Injection

Figure -1.1 Database Threats and Vulnerabilities

1.5 SOFTWARE TOOLS

Following are the tools and software used for my project
1. NET

2. Oracle 9i



3. Web server

4. Database server

1.6 DELIVERABLES

1 Web application

2 Attacks on database

3 Tool for preventing Attacks

4 Research paper

1.7 TIME LINE

2006 2007
ID Task Name Start Finish Duration

Dec | Jan | Feb | Mar | Apr | May
1 | Literature Review 12(1/2006 2192007 51d JE
2 | Web application 21122007 212812007 13d x
3 | Attack Database using SQL Injection 31112007 4/30/2007 43d f=—==)
4 |Analysis 5/1/2007 5/15/2007 11d x

Propose a tool for praventing SQL

5 | jection 5/16/2007 5/23/2007 6d &
6 |Implementation 5/24/2007 6/22/2007 224 xE
7 | Testing 6/25/2007 7/10/2007 12d
8 |Research Paper 120112006 711012007 1584

Figure-1.2 Time lines



1.8 REPORT STRUCTURE

This document will throw light on all the aspects of the project, the technique
being implemented, the existing techniques and the details of the developed tool. This

document has been divided in the following ways.

Chapter 2: Literature Review The second chapter will throw light on what are SQL
injections and how they can be prevented.

Chapter 3: Methodology: This chapter will highlight the architecture of the project
and will throw lights on the different modules that make up the tool.

Chapter 4: Implementation: In fourth chapter the detailed working of the proposed
technique will be discussed. This chapter will focus on the concepts related to
software engineering and the implementation details of the proposed solution.
Chapter 5: Testing. This chapter will highlight the techniques that were used in
order to test the proposed approach and its efficiency. This chapter explains the
testing of the implemented technique.

Chapter 6: Conclusion and References. This chapter summarizes the whole

document.



Chapter 2

LITERATURE REVIEW

2.1 WHAT IS SQL INJECTION?

SQL injections are hacking techniques that are used by hacker to gain
unauthorized access to the database. The hacker is then free to extract, modify, add,
or delete records from the database. [1]

Hacker first tests the desire application for the vulnerabilities by giving
invalid input which in return will cause the server to generate an error message.
Though this error message the attacker will learn about the back end data. And will
make more attempts to learn more and more about the database. When he had enough
knowledge to attack the website he will try an SQL injection on the website. SQL
injections are of many types. It all depends on the mind of the hacker how creative he
is. Mainly it is classified into four types: Insert, select, store procedure and

authorization bypass.



SQL injections are very easy to learn and master. Lot of information related to
this issue is provided over the net and any one with little knowledge of SQL queries
and programming skills will be able to hack the websites. And once the hacker is able
to enter the database, he can modify, add, delete and access the contents of the
database .Most of the Pakistani developers are unaware of SQL injections. Therefore
most of the Pakistani websites are vulnerable to SQL injections. This is a very serious
issue, which needed to be solved. Lot of research has been carried out and lot of
solution has been proposed but with some limitations. Parse tree is the solution with

little limitation which has been implemented in this project.[8]

2.2 WHAT’S VULNERABLE

SQL injections can be made possible only because of the dynamic queries.
Because it is very difficult to validate the dynamically generated queries and hacker
take advantage of this and is able to view, modify the back end data. Now a day it is
becoming a very common practice. Because lot of information related to this issue is

present over the net.[2]

2.3 STATISTIC OF HACKING
Following are the statistics of hacking in year 2006 [3]
1. Cross Site Scripting (21.5%)

2. SQL Injection (14%)

3. PHP includes (9.5%)



4. Buffer overflows (7.9%)

2.6 TYPES OF SQL INJECTION

Following are the type of SQL Injections [4]

Authorization bypass

INSERT

Store Procedure

SELECT

2.6.1 Authorization Bypass:
The simplest SQL injection technique is bypassing form-based logins. Let's say that

the web application’s code is like this:

“SELECT Username FROM Users WHERE Username = ' " +Username + "'
AND Password =" "* + Password + ** * **

Enter following values in the text box

Login: ' OR "=

Password: ' OR "='

This will give SQLQuery the following value:

SELECT Username FROM Users WHERE Username ="' OR "'=" AND

Password =" OR "'="

This will make the statement true because empty is always equal to empty. And in

this way the user will by pass the login page.



2.6.2 Insert
Normally an insert statement looks like this:
Insert into My _table Values (‘myvaluel’, ‘myvalue2’, ‘myvalue3’);

instead of giving user name, email and phone no u enter the following values [7]

Name: ‘ + (SELECT TOP 1 value fist from Mytable) + ¢
Email:my.email@whtever.com

Phone:12345566

The resulting SQL statement will be like this

INSERT INTO My _table values (* ““ * + (SELECT TOP 1 value_fist from Mytable) +
> ¢, ‘my.email@whtever.com’, ‘12345566 *)

The result of this query will be the fist field from the table my table.

2.6.3 Using Stored Procedures

Stored procedure were known for the prevention of SQL injection but now it is been
detected that stored procedures are still vulnerable to SQL injections. Lets take an

example.[5]

CREATE PROCEDURE dbo.table

@my_name sysname

AS
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EXEC (‘CREATE TABLE ‘“+@my_Name+’(column_1 varchar(20),column_2 varchar

(20)));

GO

By looking at the above code it is obvious that what ever is entered in the
‘my_name’ will be appended in the create table. So instead of giving a valid input u

give the input given below.

‘; SHUTDOWN WITH NOWAIT;--

What actually happens it will first close the brackets of the create table then °;’
will end the create statement. And ‘SHUTDOWN WITH NOWAIT’ will stop the

SQL server without waiting for any other request.

2.6.4 Select
Select statements are also vulnerable to SQL injections. This can be proved by

the following example.

my_query = “SELECT mycoll, mycol2, mycol3 WHERE ISBN = ¢ ” +user_input+ “

(A

if we inject the following query

10
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‘UNION ALL SELECT my_desire col WHERE “’="°°

The resultant query will be

SELECT mycol1, mycol2, mycol3 WHERE ISBN = * ““UNION ALL SELECT
my_desire col WHERE “’ =" ¢;

so will be able to view the my_deiser_col values.

2.7 EXAMPLES OF HACKED WEBSITES
Following are the Pakistani websites which were found vulnerable to SQL

injections.

11
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1. The website shown in the figure 3 claim to be largest web portal and they are

vulnerable to SQL injections.

2 Pakistan Largest Information Portal - Microsoft Internet Explorer

File Edit View Favorites Tools  Help |',’
B -~ n E
- 1 N ) <f's i r - - 8
G Back o/ Iﬂ |EL| | Search 1. Favorites < =1 _J -_j
sz ] e o v Be e ”
~
Adverise
Here
11th Apr, 2007
Home | Education | Health | HR | News | Travel | Food | Quran | Greetings | Classified | Sign In
elalesrn.com % | Find| Site Map
PRESS NOTIFICATION
Teacher
Resources
v

 Internet
:

- &0 W M 956 am
;

Figure-2.1 Main page of Pakistan largest search portal

If we enter the SQL injection in the login name and password field it be
allowed to go further and will be able to login as Adnank which is probably the first
record in the data base. Figure 4 shows the login page of Pakistan largest search

portal. And figure 5 shows the home page of Adnank.
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2} Pakistan Largest ation Portal - Microsoft Internet Explorer

File Edt View Favortes Tools  Help
Qe - © - [¥] B & ) search S Favartes €3 =
adckess | @] kgt |8

Links >
-~

11th Apr, 2007

Home | Educ.

f Member Sign In

User ID

[ save uzer name and pazsuard

Trouble signing in? Helping you and your
Forgot your Password? family stay Healthy

New User Sign up!
Members Benefits!

Change Password

Adverize Hare

Back

Google'[ ]
Increase traffic to your website.
@ web O eTaleem.com Try Google AdWords.

&1 B Internet

untitled - P,

Figure-2.2 login page of Pakistan largest search
portal

kistan Largest Information Portal - Micrasoft Internet Explorer %]

File Edit WView Favorites Tools  Help

Qe - @ [¥] & & ) smarch ¢ Favories &%) g ; B -

e ey 1 ~ Go | Links ™
s -~ il & 2 -~
R e e S B e s
i — e, O Ayat OF The Day
o el W K 4! Sursh : 17 The Journay ,Bani Is...
- * - Ayat #: 70
11th Apr, 2007
Home | Education | Health | HR | News | Travel | Food | Quran | Greetings | Classified | Sign Out
Members Area Glick herel z
. s - - MuslunStories.Com
Sign out b= Win Rs. 1,000 ] &y
etail  communities www.Dentonic.com.pk eBriefease  .gractings
A5
search | eTaleem.com % | Find| site Map J J
“Education Ask Quran Calendar
Doctors Fw L T i - e
Perscnal ‘= Cellular Tariff aege ) chat Abbre\natlona“,’ga
Hospital
Besuty Parlour
herterans eTaleem Channels Ccation
Shee Eind Institute, Studw Abroad, Tutar Search,
Trevel Agent Fres Education. Find Tuteoring Jobs, ... e o gt W
Erivate Firm Health Human Resource WebsHe Development.
Find Dactars, Find Clinics, Men's Find outiobs, Post Your resurns, Find "
Resources Health. Women's Health, Child's Health ... Ermy Postjob for company ... Web Hosting
PTCL Directory
T Travel Classified Muitimedia ,CO and
Lelular Tanll Fin bassies, Find Restaurants, Find Air  Real Estate, Auto Mobiles, computer DVD Presentations.
=Tslesm in news Lines, Find Travel Agent ... Matrirnonial, Lost and found ...
Chat Abbreviation
= W———— Food Members Directo
e S L) ani Food, Armerican Food. Indian Sesrch Mernbers, Advance Search , Add
child Health Kitchen Management ... Erofile ...
Ernbassies
Airlines
Design n' Win
Search Things Generate revenue from your website with Google AdSense.
Search Jobs 1dentification System
o & Solutions (Pvt) Ltd
Dialing Cod " " Biometrics Products
ST Pakistan Web Directory *
Important @ RFID Products
Hurnbsrs [ —— = - P [ -— ¥

B Internet

Figure-2.3 home page of Adnank

2. Figure 6 shows another web site which is vulnerable to SQL injections. Here

students can view there results of FSc and matric.
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- Microsoft Internet Explorer BIEI@
File Edit Wiew Favorikes Tools  Help :l'

Q- O ¥ 2

Address L@

)
.

M = i - =
Al p ! Search ‘-‘T/\';."Favnritas ej el B -

v! By Go Links **

i Home
i Introduction
T D 55¢ Annual 2007 0ld Scheme
i Regulations
ot D 55¢ Annual 2007 New Schema
i Syllabus

i Results

i Date Sheet

i scholarships

i Best Teachers

i Best Institutions
£ News & Updates
i Newsletter

i pownload Forms

i Feedback Form

&] Dane & Internet
" F C =
14 start [T = [ okt - fome -Micros.., | % S| S i, ﬂr ) A EM 319

Figure-2.4 Main page
Figure 7 shows the page where students can enter the role number to view the

result. Instead of giving a roll SQL injection was entered and | was able to view the

result of Wagas Hussain as shown in the Figure 8.
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Welcome to | Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

Qe - @ - %] [B] T O search §'cravortes £ - &

-@J thq:waw

vIB e ks >

Result Website

Result Secondary School Certificate Part -I1
Annual Examination 2007

Result Search

Search B:
Search By Student Name

Search By Father Name

Roll Number ‘o' '=!

Developed & Hosted by

Future Connect

Enter your Roll Number and click on Search to see
the result

& Internet

orkut - home i untitled

Figure-2.5 Page to enter roll no to view the result

A Welcome to - Microsoft Internet Explorer. FEX)

File Edit View Favorites Tools Help o
Qe - © - [x] @ &0 | Oseocn ] - B
Cremem S B |

~ Favorites {64} -~ &

Addre:

Result Website

Result Search Roll No 100001 =
Search By Roll Number Name 50AS HUSSAIN

s:

arch By Father's Name MUNAWWAR HUSSAIN
Institute : Private Student
Result Fail
s el p G i Remarks Appeared as compartment case
FaRES Conact FAIL RESULT
ssC-1 $SC-I1
subject Theory Practical Theory  Practical
ENGLISH (COMPULSORY) 029 i 032 =
URDU (COMPULSORY) 038 - 046 -
PAKISTAN STUDIES 5 ) 051 =
ISLAMIYAT 034 = - e
MATHEMATICS 025 = oos =
PHYSICS 015 alal) 029 005
CHEMISTRY 022 o008 020 009
BIOLOGY 021 [alu}=] 02s 013

Disclaimer :

This result gazette is issued provisionally, errors and omission excepted, as a notice
only. Any entry appearing in this notification does not itself confer any right or privilege

#] Done ® Internet
http: . Fhise. ™% 08052006(007) - Wi

Figure-2.6 Result of Waqas Hussain
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3. Figure 9 shows the website which is the most vulnerable website | have come

crossed.

File Edit Wiew Favorites Took  Help i

@Eack M. ) Iﬂ IE' .I\J /-]Search ‘S‘_‘:{Fawrita ‘} (A (7 E @ _I i‘i

Address |—’§| http:fﬂwww_ V| Go  Links *
X

Pop-up blacked. Ta see this pop-up or additional aptions dick here. ..

-~

— — ————— —————————— ———s e
Introduction Syllabi Model Papers Fee Structure Affiliation Guidelines Sports

Highlights

History Of the Board ! Exam Schedule Reguiar Studert(s) Registration Request

BISE Abbinttabad came into being as & Excamination and resut schedul for the Regulsr Sturert(z) Adkmizsion Recyest

resut et

read more == read Mmore == Private Student(s) Registration Request
Private Student(z) Admission Request

_— Failure(P+t) Student(s) Admission
Registration / Enroliment Info : Reward & Punishment Request

' R d and Punishment System i
we start enrollment of %th class atter : eward and FUnishment system in Otiginal Certiicate Request
the declaration of Bth class.. ' Government Institutions...
read mare s> : [ — Duplicate Provisional Cerificate Request
Duplicate DMC Reguest

Migration Certificate Request

Admission Guidelines : Certificate Details arks Re-Totsing Reguest
Only reguiar enrolied students are | Requiremnets for abtaining certificate in Attt Certificate Fequest
elligile for science subjects. | caze of private studert... LFM Al
read mare == | tead more == ST Appesl

Institute Affiliation Request

Online Application Tracking
View Usage Report of Scratch Card

@]

) Intemet

0]

Figure-2.7 Another vulnerable website

2.8 FINDINGS

Software’s are now becoming aware of it. .NET 2006 do identify SQL

injections to some extend. If following query is at the back end.
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string CommandText ="select * from faculty where first name=* " +

TextBox1.Text + ¢« ¢ '";

If following query is entered, that is an SQL injection attack.

“DELETE Login; <!==

Instead of going further it will be detected as an attack by .NET as shown in the

figure.

- HicrosortIntennerExplorer

Fie Edb Yew Favortes Took Hep

eBack 'Y ﬂ @ h /'-\'Search ‘\;‘?::/Favurites @ . ‘f E v _I @ ﬂ @ 3

hdress @http:moca\mst:1SSSISQL%ZDinjettionJ'SQLde\‘aspx M &
| Searchueb., EH B 4.‘: v " v J.PMaps v o Fawes ‘]:E‘PCHea\th B v S @ il tlowed E] -.@ @ .
- 4 | Searchieh + ¢/ E' B (3 sovetoly b + (111l - A‘«nswers vo®
Y‘ [ “ Coogle G MGU DR B ) e Resbided ® ()
‘ | hpatertidly dangemusReques‘.‘| & 27 m

Bj N Ej H @j £ potentialy danger,.. ‘

Server Errorin'/SQL injection’ Application.

A potentially dangerous Request, Form value was detected from the client (TextBox{="..ete Login, </==").

Description: Request Yaldatian has detected a potentialy dangerous cliet it value, and processing of the tequest has heen abarted. This value may indicate an tempt o compramise the secury af you appication, such as a eross-ste sorpting attaek. You can disable reque
velation by setfing valisteRequest="alse inthe Page cirective orinthe canfiguration secion. However, iz strongly recammended tht your spplcation expliy check alipuds nthis case.

Exception Details: Systen e HgRecuesty/sicetionException: A potertisly dengerous Reguest Form value was detected from the clisnt (TextBox =", ete Logi-<=")

Source Error:

Figure-2.8 .NET error messages
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2.7 TOOLS AND TECHNIQUES FOR PREVENTING SQL

INJECTIONS

2.7.1 AUSELSQI Analysis and Design

AUSELSQL before forwarding the HTTP request to the web server it first

intercepts the request as shown in the figure 3 .Following are the steps taken by

AUSELSQL tool:
e __________________________________________________________|
Client M Receiver *  Parser
" HTTP requast
EnorPage
THPUT Parameters
Reply Reject
) Decision e Decoded _| Decoder
& Module Trprut Parameters
Weh heoapt
Nerver

Figure-2.9 Data Flow diagram of the system [6]

1. Receiver module: It takes HTTP request from the client, intercepts it and then
forwards it to the next step.

2. Header processing module: What it does, it takes input from the receiver
module extract the users input and then pass it to decoder module.

3. Decoder module: Here encoded characters are transformed to ASCCII.

18
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4. Decision module: Here decision making steps are taken place, this module
look for the suspicious characters. If any illegal input is found it will not let it
to proceed any further. But if it is legal, the client will be able to receive its

request.

Limitations:-

1. It makes the system really slow.

2. Very complicated.

3. As it is implemented with the help of ISAPI filters that can not read the POST
data. To read this data there is need to implement a method called
ReadRawData. This method is called at very beginning phase of the receiving
the request for the client. This will result the processing of the HTTP header
in the filter code instead of depending on the already implemented code in I1S.
This will result in double processing

2.7.2. AMNESIA Tool
The basic concept behind the AMNESIA tool is:
e static analysis
¢ Runtime monitoring.
It consists of four main steps.
1. Identify hotspots
2. Build SQL-query models

3. Instrument Application

19



20

4. Runtime monitoring
1 Identify hotspots: This step includes scanning of the whole application and
identifying the hotspots. Hotspots are those areas where there are dynamic queries
and they are vulnerable to SQL injections.
2 Build SQL-query models: Once all the hotspots are determined now in this step all

possible quires will be generated as shown in the figure-4 and will be stored in the

database.
login = _' _quest '
. ——» 00—+
SELECT _info _FROM _ userTable WHERE [/
e —— ——————
L . (.; ':.A -«.\-I?gln _ 1 ﬁ 1 AND pass — B

+olro+-c—ro+o—-c—-olro—'ro—roiro
Figure-2.10 All possible out comes [9]
3 Instrument Application: Now at each hotspot call a function for runtime
monitoring.
4 Runtime monitoring: In this step when ever dynamic query is called this Amnesia
tool is called at run time then it check whether the query is legal or illegal by

comparing it with the queries generated by SQL query model.
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Static Phase
{Static Analysis)

Inestrurmanted

nstrumentation -. Wek

DAL e Application

Dynamic Phase
{Runtime Monitoring)

Browsar § licicnwes _—
c Application UR &ﬁ —
- |:L:> Legtmate %m N
! e —  —
. ML ¢ _
— Dialay Dl
Lsars
Faport
'L—___:__,'—:——
Figure-2.11 High level architecture of Amnesia tool [9]
Limitations:-

1. Thisis not realistic and difficult to achieve in big websites where a team of
programmers collaborate in the website development.
2. Static analysis cannot determine the exact query at compile time.

3. ltis adata intensive tool.
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2.7.3. Parse Tree

In this method it will built two parse trees one with user input and the other without
user input. Then compare the two parse tree for valid and invalid input. If it is valid
then it will be precede further other wise it will not be proceed. Let’s take an example
We have a query Select * from users where username=? AND password="?

The figure-6 presents the parse tree without user input of the above query. Now when
a user gives value to the SQL statement it will be validated by first making a parse
tree as shown in the figure 7 & 8 then comparing it with the parse tree without user

input. [10]

[ Zelect*FROM users WHEERE username=? AND password=? ]

| SELECT | | Select,list | | FROM |

Table._tist | | WHERE |

lLiteral ] IAND ] [ Tdentifier ] =
lusers ] l nsetrnatme ] | password |

Figure-12 parse tree without user input

Where_cond I

Identifier l Identifter ] l Identifier ]
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{ celect*FROM users WHEERE username=5umana AND password=Sattar ]

{ SELECT ] [ select_list ] { FEOM ] [ Table_list ] { WHERE ]

{ Literal ] { AND ] { Tdentifier ] H
| password I

Where_cond l

{ Identifier ] { Tdentifier ]

IUSE!I'S ] lusername

Figure-2.12 with valid user input

l Select*FROM ysers WHERE username=Sumana AND 1=1 ’

T N

|SELECT | Select it IlPROM | Table_ st IlWI—IERE | Where,_cond

| Ldentifier | Literal | AND I | Literal I =

Figure-2.13 with invalid user input

| Identifier

USELS

Limitations
1. Time load is high but its performance is far better then amnesia or any other
tool.

2. Doesn’t work efficiently when string is long and complicated.
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Chapter 3

METHODOLOGY

To prevent SQL injections, parse tree technique was implemented. It was
deployed on the website as web service, dll file and as a function call.

First identify all the dynamically generated queries on the website because
these queries are potentially vulnerable to SQL injections. After that init() function is
called on that query. Init function generates an encrypted key for the current thread.
Then wrapper() function is called to wrap the input from the user. After wards classes
safe_connection’s and safe statement’s , extended by connection and statements,
constructors are called. Where check() function of SQL_Guard are called. Here where
parse tree technique is implemented, it will identify whether the query is valid or
invalid, if it is valid then execute query function is called. Otherwise it will be

consider as an SQL injection and it will not be allow going further.

Architecture diagram

First a user will enter values in the field; the whole dynamic query will be
passed to the web server for the validity. Web server where there is implementation
of the parse tree. Where two parse trees are made one with user input and other

without user input. Both the trees will be compared if equal it will be consider as
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valid input other wise it will be consider as SQL injections and will not further be

proceeded Figure-9 shows the architecture diagram of my project.

l Request et

' Response Internet
o0

Existing application

SQL’} I

Web service: Parse tree implementation |

Parse tres without userinput Parsa irea wilh usar input

\ Checking for validity /
DB

Y — T

Figure-3.1 Architecture diagram
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3.2 CLASS DIAGRAM

“% SafeCornection

W dearWaerwwl)

Vv dose()

© comme()

© cesteStatenment()

V cresteStatesment(int, k)

W crosteStatement(rt, e, ink)

¥ QetAUtOCOMIR()
¥ gotCataloo()
© getHoldabdty()
¥ getMataDatal)
= © got Transactionlsclation)
| G oetTypeMap()
v QetWarrings()
@ tClosed()
¥ sReadOrd ()
@ natva QL (string)
© prepareCal{string)
V propareCal(string, ik, int)
© propareCal{string, IR, e, int)
¥ prepareStatenent(string) A
¥ prepareStatement(string, Ik, int) “3 SafeStatement
V propaceStatement(string, e, wk, k)
@ preparestatsment(string, k) 9 addBatch(string)
‘h ¥ proparestatement(string, ra(]) © cancel()
SefeDriverManager v uooucsmwt(m:.’ string(]) ; W dearBatch()
X @ releaseSaveportiiava, sof. Saveport dear'Warnings()
 getConnectomstring) S Gl
v m(m) © rolback(java, g Savepoint)
) Vv execute(string)
a° ) “: sdccmm(‘;vd;.w&mm : Io(( tring, :z])
V registerDriver(java.sq.Driver) © setCaralog(string) execute(string,
9 @ sotholdabity(int) © execute(string, string(])
¥ SafeDriverManager() | setReadOni(bool) @ executeBatch()
Ori A © executeQuery(string)
LognTimecut ¥ executelipdate(string)
LogWrker < © executeUpdate(string, int)
Vv executeUpdate(string, int(])
© executeUpdate(string, stringl])
Vv getConnection()
¥ getFetchDirection()
© getFatchSize()
- © getGenerstodieys()
% SQuGurd Rg 50LTest | @ otmacFieidsize()
¥ edistrrg) ¢ Tl W getMaxRows()
¥ comparefromi{ava el Vecto, Java it Vector) © Main(string(]) S outMoreResksO
3% conpuetronten(zd Fronden, 24 Frondon) Sastypoinh
¥ comparaSelact{ara,uid Yactor, Jevaui Vect) : QatResukSat()
oV compareSelectten(Zq. 25ekectRem, 2q. 25skactiten) ¥ getResukSetConcurrency()
oV conparewhere(2d 2Ep, 29.269) ¥ oetResukSetHoldabilty()
oY conpyeZEgresson(2d.26, 20.76:9) © getResukSetType()
¥ pRlanuan() © getUpdateCount()
o) © oetWarnings()
¥ prepareFoeQuary(string) % Safestatement(tava.sal Xatement )
© removeWrappaesstring, string, ring)
 satlastQuenylatring)
o9 SGud)
¥ wap(strng)
5 Keysen
o heys
o heySae
¥ bastQuery
o red

Figure-3.2 Class diagram
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Use Case diagram

Use case is a set of scenarios that describe an interaction between a user and a
system. A use case displays an interaction between actors and use cases.
An actor represents a user that will interact with the system. The use case diagram of

my project is shown below.

<<Initiate>>

heck

<<Include>> <<Incldde>> <<lInclude>>

Input Parameters Verification Output Verification Result
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Figure-3.3 Use case diagram

Use case Name

SQL Injection check

Participating actors

User (hacker or any other user)

Flow of events

1. Input parameters

2. Verify whether the query is legal or an SQL
injection attack.

3. If query is legal it will be allowed to go further
if not it will not be allowed to gain access to the data
base.

4. Out put verification result

Entry Condition

Input parameters

Exit Condition

Output verification result

Includes

Input Parameter, verification, output verification result

Extends

Table 1 Query use case flow of events
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Chapter 4

IMPLEMENTATION

4.1 DFD

Login Infa

User's validity'

User login/
password Related info
User info Info repart

inwvalid
#{ Lagin User &
BESWOT]

User data
Display Info
Walid info
Usar logind
password
Related msg Walid lagin
Arranging i
Moo Display
Return on
irvalid info User command
-
Quarny
quary Infal validity signal

query Invalid gquary

Query data

—— Walid query

-

Figure-4.1 Data Flow Diagram
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SQLPrevention .

User Lagin/ o I
Password

Usar
cammand

User Data

30

Password
checking

& Data Repart!
User

Display Message And slalus

Walidity of
prafile

-

WValid

Shew profile

Email

T o] rotifcation

Edit profile

Inkaract with wsar

Figure-4.2 Data Flow Diagram

Explanation

The working flow of the system is that when a user enters the username and
password to gain access to a system, it is checked by the SQL Prevention tool for
SQL injection attacks. If the user enters the correct username and password, the user
is then validated and is allowed to interact with the system e.g. to view data, send &
receive email etc. If the user performs a SQL injection attack or enters an incorrect
username or password, the query processing fails and an error is generated which is

seen by the user as an invalid username or password message in the response

notification.

walid Chuery quary
" Processing

'w Ganerals ermor

Profie changss

Email Slorage
& Data Reporl!

User
Member
Addition
Add member

Profile
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Chapter 5

TESTING

This chapter tests the software tool that is developed to prevent SQL injection.
Firstly, the tool is tested on a console application to check its validity. Then it is

integrated into a web application to be tested for the prevention of SQL injection.

5.1 TESTING SQL PREVENTION FOR CONSOLE
APPLICATION

The tool to prevent SQL injection attacks was first tested on a simple console
application. In the figure below it is shown that without the tool being utilized in the
application, if a user appends a tautology after entering the username in the username
field, the password becomes irrelevant and the user has an access to the record of the
database. Even if the user enters an incorrect password, he can gain access to the

record in the database.

e file:fHC:/S0L Injection/SOLInjection/SOL prevention/SOL pre

Enter username and password:

USER PASSUWORD NAME AGE ADDRESS
sabby ahc Sahoor Ahmad 15 Peshawar.

Figure 5.1 SQL Injection attack
As seen from the above figure, the database is susceptible to SQL injection attacks.

The user only enters the username along with an SQL injection tautology and gains
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access to the database. The actual password is ‘abc’ which becomes irrelevant due to

SQL injection.

In order to prevent such attacks, the SQL prevention tool was developed. The
following figure shows that an exception is generated if the parse tree of the intended

input and the user input do no match.

e file:/H/C:/SOLInjection/SOL Injection/SOL prevention/SOL

Enter uwsername and password:
1] J - )

abby’ or 'a’='a

hc
ezzage: Security violation: parse tree mismatch
Source: SQLprevention

Figure-5.2 Preventing SQL injection

So after integrating the SQL prevention tool with the application, the user can
only gain access to the record if he enters the username and password correctly as can

been from the figure below.

e file:/HfC:/SOLInjection/SOLInjection/SOL prevention/SOL

Enter username and password:

*?' AND password = ‘77

*sabby’ AND password = ‘ahc’;
USER PASSUORD NAME AGE ADDRESS
zabby  abc Saboor Ahmad 15 Peshawar.

Figure-5.3 Query processed after validation from SQL prevention tool
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5.2 TESTING SQL PREVENTION FOR WEB APPLICATION

After the successful testing of the tool on the console application, it was then
integrated into a web application. A simple web application of logging in a user with
the correct username and password was developed. Figure 5.4 shows the interface of
the web application with two parts left part is where tool is not deployed and right

contain web service for the validity.

File Edt View Favorites Tools Help

X B @ Pseacr Sorames @ -2 F ) O H 6 R
st 3496 Webste

vIBe ks ?

@y ~ | Searchwel Ml v @ N v #Maps v i Favorites v @ PCHeath 88 Spaces v (] v @8 v @ Alowed ~ O @ -

AR Ad v searchweb + & [+ @ | (Jsavetortyweb ~ (3vival » B Answers - »
Y! ! Google (G~ viGo® @ B v % Bookmarksy Sesblocked ? () settingsw
| Web page unavailable while offine| | d Add Tab

Prevenﬁng SQL injections

SQL injections are fiacking techniques that alfow the facker to gain Unauthorized access to a database

Signn S
Usemname Usernarme

Password Tl

Implemented solution: Parse Tree

"Check for validity by making a parse tree with userinput and one without userinput and then compare it for SQL injection validity.”

&] Dore 2

Figure-5.4 Interface of web application
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It can be seen from the figure below that without the SQL prevention tool
being integrated into the application, the user can gain access to the website through

an SQL injection attack.

Fle Edt Vew Favorkes Toos Hep i
O HNRBG Pwe i @ 2-2B-LUOHP B
address | €] https/flocahost:3486/WebSiteS| v|Be s
@y ~ | Searchweb Pl E ~ @ - ¥ v HAMaps - i Favorites v @ PCHealth @8 5paces ~ (=] ~ &8 ~ @ Alowed - | @ @ -
7 - o~ v|| searchweb + & [ @ | (fsavetomywed ~ vimal ~ EJanswers - > 4
! B Google |G~ viGeo® © B v % Bookmarksv e3blocked » () Settingsv

| Untitled Page & add Tab

Prevenfing SQL injections

SQL injections are fiacking techniques that allow the hacker to gain Unauthorized access to a database

AUTHORIZED ACCESS

SignIn Sinln
Usermaime a'or'a="a

Password | aora="

Tmplemented solution: ®arse Tree

'Check forvafidity by making a parse tree with user input and one witfiout user input and then compare it for SQL injection validity.”

&] Done % Local intranet.
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A Untitled Page - Microsoft Internet Explorer E”E”Z\
I

File Edit View Favorites Tools Help

Qe - © B @ ’{h ) search *Favuvites & 2 ,\} IR < §

Address@hrrwﬁlnralhu. ized_acc/HTMLpage. htm?fid="or'%20'=" v| Go Links >

Home | Change Password | e-mail | e-greeting

@ Done g Local intranet

/A Untitled Page - Mic... i login_page - Paint Q2 ¢ C U 10:01iPm

Figure-5.5 SQL injection attack on web application

After implementing the SQL prevention tool into the web application, the user

cannot enter the website through SQL injection attack as shown below.
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File Edt View Favorites Tools Help L
© - ¥ B @ Pseacn Slpraones € (2~ ‘Ueod 93
Address | &] hitp:jjlocahost: 3486/ WebiteS] v Beo ks
@) -~ |Searchweb Pl v @ v N v HAMaps v i Favorites v (@ PCHealth £ Spaces ~ v @& - @ Alowed ~ -0 © -
Y7 - ¢ v || searchweb v & [~ @~ | [} savetoMyweb v (VI Mal ~ Answers ~
- ‘ 9 Google [G» v/Gos) & B v ¥ Bookmarksy Sasblocked > () Settings~

Untitled Page: + Add Tab

Prevenfing SQL injections

SQL injections are fiacking techiniques that affow the fiacker to gain Unautfiorized access to a database

AUTHORIZED ACCESS

Signn SignTn
Uremans Username |aora=a
Password o

Tmplemented sofution: Parse Tree

ing a parse tree with user input and one witflout user input and then compare it for SQL injection validity.”

&] pone & Local intranet.

SOt Page -~ MCTosort INternet Explorer: TR
File Edt View Favortes Tooks Help E
Qe - ©  [x] B @ Pseach Fpravones @ (- Ueod 93
Address | €] 1 i=glor'a’=" v B ks
& ~ |searchy Pl B~ @ + @ - HAMaps ~ i Favorites ~ @ PCHeath g8 Spaces ~ [ ~ @8 - @ Alowed ~ -0 © -
X! - ¢ v|| searchweb ~ & B+ @~ | (fsavetodyweb ~ viMal ~ EJ answers » > . A
Google (G viGoo® © Ef v ¥ Bookmarksy Shesblocked » () Settingsv
_] Untitled Page. o add Tab
Sorry invalid user name or password
v
&) Done 3 Local intranet:

Figure-5.6 — Preventing SQL injection on web application
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A user can only gain access to the website if he enters a valid username and
password that is parsed by the SQL prevention tool and the SQL query is then

executed.

720 Dage UNaVa DI W2 OFF e S WiCTOsDr INeTmet Bpioren frof-ur 4
Fle Edt Vew Favortes Took Heh it
¥ B @ Psewen Soraons @ : B0 9B
adress | {8) I TREEAEES VB s
@) - | Ssearchweb, PlbEr @ v @ v AMaps - i Favores ~ @ PCHeakh 8 Spaces v (5 v G v @lAlwed - ) Q) @ -
1 - 2 v|| searchiweb + & > @~ | (Jsavetomywed v [3vimal ~ EJ Answers ~ > 1
! d L Google [G~ v]coo® © B v % ooknarksw Spesbiocked > () settingsw

| Web page unavalable whil offine || o Add Tab

Preventing SQL injections

SQL injections are fiacking techniques that alfow the fiacker to gain Unauthorized access to a database

UNAUTHORIZED ACCESS AUTHORIZED ACCESS

Signln SignTn
Username

Password

Implemented solution: Parse Tree

'Check for validity by making a parse tree with user input and one without user input and then compare it for SQL injection vafidity.”

&l pone

A Untitled Page - Microsoft Internet Explorer. =X
File Edit View Favorites Tools Help =
Qe - ) - [x] [ @0 O seach Sleravortes €2 -8 @ - = Q- §

Address [@) _acciHTML oren20=" v B toks >

PREVENTING SOL INJECTION

<Hi, Sumanal >

Welcome to ur home page

Home
Change Password
e-mail

e-greeting

&] pone %J Local intranet
=
72 start 8 oy _websics 789 iraithorzed ace 2 Untitled Pac (% 160w nage At [B=C e < ¢ woiem

Figure-5.7 Access granted after validation from SQL prevention tool
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Chapter 6

CONCLUSION

SQL injections are hacking techniques which are used by hackers to gain
unauthorized access to database. The hacker takes advantage of common
programming blunders made by programmers. Actually when invalid input is entered
by hacker it is not validated first and is allowed to proceed further. Lot of
information is available over the net and any one can learn and master in this. It was
because of this reason that in 2006 it was declare as 2™ biggest threat to web base
application. During this project | learn about SQL injections and checked different
websites for the vulnerabilities. And many websites were found vulnerable to SQL
injections. During this I came across a very interesting thing that now software’s like
.NET 2006 are becoming aware of it. But they are not completely stopping the SQL
injections. Many solutions have been proposed to prevent SQL injections but with
some limitation. Parse, which is implemented in this project is the best solution for
the prevention of SQL injections. It is following a very simple rule. It makes a parse
tree without user input and parse tree with user input, compare both to check for
validity. If equal it will be considered as safe query and will be allowed to enter the
database otherwise it will not be allowed to gain access to the data base. Parse tree
has some limitations. It does not work efficiently for complicated SQL queries. |
deployed this tool on my website and then tried the SQL injections; it completely

prevents the SQL injections.

38



10.

39

REFRENCES

“Blind SQL Injection” , Dec,12 20086,
<http://www.securitydocs.com/library/2651>

“SQL Injection, are your web application vulnerable?”, Dec,13 2006,
<http://www.securitydocs.com/library/2656>

“SQLBIlock: SQL Injection Protection by Variable Normalization of SQL
Statement”, Dec 14 2006, <http://www.securitydocs.com/library/3388>

“SQL Injection”, Feb 15 2007,
<www.imperva.com/application defense center/glossary/sgl injection.html>
“SQLInjectionWhitePaper”, Feb 16 2007,

<www.spidynamics.com/papers/SQL InjectionWhitePaper>

Maor Ofer, Shulman Amichai, “Blind Folded SQL injections”, RSA
Conference 2005.

“Blind_SQLInjection”, March 15 2007 :
<www.spidynamics.com/whitepapers/Blind_SQL Injection>

“The myth of SQL  Injections”, March 10 2007 :
<http://searcsecurity.techtarget.com/tip/0,289483,sid14 gci1193902,00.htmI>

William G.J. Halfond, Alessandro Orso, “Preventing SQL Injections using
AMNESIA” ,International Conference on Software Engineering — ICSE
Gregory T. Buehrer, Bruce W. Weide, Paolo A. G. Sivilott, “Using Parse Tree
Validation to Prevent SQL Injection Attacks”, ACM Conference, Columbus
2005.

39


http://www.securitydocs.com/library/2651
http://www.securitydocs.com/library/2656
http://www.securitydocs.com/library/3388
http://www.imperva.com/application_defense_center/glossary/sql_injection.html
http://www.spidynamics.com/papers/SQLInjectionWhitePaper
http://www.spidynamics.com/whitepapers/Blind_SQLInjection
http://searcsecurity.techtarget.com/tip/0,289483,sid14_gci1193902,00.html

