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ABSTRACT 

Have you ever thought how devices produce random numbers? Majority of the random numbers 

used in our lives are generated from software-based generators which are deterministic in nature. 

These software-based generators are called Pseudo Random Number Generators (PRNGs). These 

are suitable for everyday use but when it comes to sensitive scenarios, like casino game machines 

or for cryptographic applications, then this method is not secure and is prone to receptiveness.  

 

The security of any information security device relies heavily and primarily on the Random 

Number Generator (RNG). The majority of commercially available RNGs have backdoors 

implanted in them. There is a need to devise a True RNG, based on some unpredictable physical 

phenomenon, coupled with a P.C., allowing arbitrary users to employ RNG in their equipment/ 

systems, thereby eliminating the threats of RNG-based backdoors. 

  

If we look at random numbers, they are used in our everyday life in various applications, however, 

true random number generators are slow and complex for many of the applications, but if we look 

at the pseudorandom number generators (PRNGs), they are secure enough for less sensitive day to 

day applications. Maximum number of random number generators are software based, however 

due to the rise of need of security, a high request is on the development of Hardware Random 

Number Generators (HRNGs), which are also known as True Random Number Generators 

(TRNGs).  

 

HRNGs/TRNGs generate streams of random numbers which are unpredictable and non-

repeatable. In recent times, the need for true random number generators has drastically increased 

and has become a striking research area. Therefore, researchers have started exploring this area in 

order to design and develop hardware random number generators to meet cryptographic 

requirements. 

Key Words: Backdoor, Security, Random Numbers. 
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CHAPTER 1: INTRODUCTION 

1.1 Project Outline 

Random Number generators play a vital part in our world with different applications, the most 

important being cryptography, computer simulation, network communication, statistical mapping, 

and many more. For developing good random numbers, all random number generators require 

some source that has lots of random noise. This is the very fact that we need a random entropy 

foundation, it is one big task for developing truly random number producers, this is since random 

entropy physical sources can be intricate to work with and expensive for the person. Finding a 

random entropy foundation that is widely available and is easy to use would be the best solution 

for this problem. We also need the random number generator to be easy to use and work in such a 

way many people could get the generated random numbers at one time in an easy to use way. 

 

We came up with a unique source for generating random numbers. We used a video source for 

generating random values. The video source selected was the static of a television. The static of 

the television is a form of noise shown on the television screens, this phenomenon of black and 

white occurs when the receiver of the antenna receives no outside broadcast. The random pattern 

shown in the TV set is an arbitrary array of points. This noise is due to electrical clatter of signals 

in the atmosphere, thermal noise, and the Additive white Gaussian noise selected by the antenna 

probe. All these noise entropy foundations are separated into many types of noises that combine 

to form one entropy noise source for the static noise shown on the television. The most important 

of these entropy noise sources is the cosmic background radiation in the sky as well as some radio 

signal from radio set devices. The thermal entropy noise added to the overall noise is the noise of 

the inner electronics of the television. The biggest contributor from these inner electronics are the 

small electronic transistors and components present in the device. 

 

Live static video of the TV set is then detected by a camera. This camera then sends a video to a 

raspberry pi. We have provided the raspberry pi with a self-made python program. The python 

program utilizes the OpenCV library, NumPy, and hashes to generate the random output numbers. 

The raspberry pi feeds the program with the noise video from the camera. The program reads the 

video frame by frame. Each RGB frame is first converted into a greyscale frame, which is then 

converted into a binary frame. The binary frame is then further read pixel to pixel, each 0 and 1 

from the binary image is recorded and stored in the memory. This binary value from all the frames 

of the video is combined and sent into a SHA-256 hash function. The hash function then utilizes 

this value and stores it in the device. 

 

A TCP based linking is then launched between the raspberry pi server along with their clients. Any 

authorized client can create a secure TCP connection with the raspberry pi and ask for random 

numbers. The choices given to the client are how many frames does it want to use to generate 



5 
 

random numbers and in which format does it require the random numbers in either binary or hex. 

Upon selecting a choice, the values are then sent from the raspberry pi to the client in a secure 

manner.   

  

1.2 Problem Declaration 

Basically, a true random number producer is a type of technology which creates symbols or 

numbers that are difficult to determine, merely based on accidental guess, but the problem with 

these type of generators is that the numbers predicted are not completely random, and there is a 

chance of repetition, so these are classified as not completely random number generators or 

pseudorandom number makers which create numbers which seem random to the standard human 

judgment but are actually very deterministic in reality. This is the problem statement that my 

colleagues and I have set out to solve and create random figures of digits which will be truly 

random and are not deterministic all around. Before we go into details, we will tell you a little 

history about random number generators, now there are many stages or randomness which 

contribute to the development of many methods that can be used to make truly random digits and 

the proof of this randomness data can be seen on this earth centuries and centuries ago during the 

old age of mankind. Some of these methods of randomness are very well known to us such as the 

example of two rolling dice, the coin flipping, the shuffling of playing cards are all good examples 

of randomness. Other than these old fashion techniques, there are several computational methods 

that we can use to produce random numbers, and they have been used throughout history, but all 

these methods have failed to produce true randomness. Although some are successful, they are 

tested for randomness on the intent to measure the unpredictable results, so they can be used in 

cryptography.  

 

1.3 History of randomness 

As discussed in the problem statement, some very early random number generators were the dice 

the cards and the coin-flipping. Around 6000 years ago some coins were revealed in Iran and 

China, they are an example of how people way back then used randomness in their day to day 

lives. Of course, they had an imagination that these were not truly random but were the signs of 

existence of God and that this was his conclusions about them. Examples of such devices used by 

them have been demonstrated in the figure 1 on the next page. 
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Figure 1: Old Dice 

 

 

Around 3000 years ago, during the time of the Roman Empire, coins were very popular in their 

period. They would decide, what a person’s fate would be life or death. An example of those coins 

used in that time period is shown in the figure 2 below [1]. 

 

 

Figure 2: Roman Coins 
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If we look at the history of random number machines there are very few of them which uses static 

or image as a source of their entropy. There is a very famous example in history in the year 1997 

a scientist named Robert introduced a new method design to create random digits. What he did 

was that he combined both the true random digits which was created using a hash function and a 

software algorithm based pseudorandom number generator. During the year 2008 some Chinese 

scientists proposed a new method for creating truly random numbers from additive white Gaussian 

noise (AWGN) with images which were taken by a computer camera. During the year 2011 some 

new Chinese scientist propose another method for generating random value digits, their idea was 

that they would scan the hand of a person and since the lines of the hand of each person is unique 

then that would create true randomness of numbers. But not much work has been done in this field 

for its further advancement. 

 

1.3.1 Tables of random sampling numbers 

It was very inconvenient for statisticians and mathematicians to take random numbers by throwing 

simple dice following a suggestion which was made by Karl Pearson, Tippett in 1927, they 

published a table of 42,700 arbitrary numbers which were taken from an old survey description 

about the town’s population. 

 

In the year 1927 a scientist named Fisher published a book which had a random collection of digits 

which were picked from a book of logs of numbers. By the year of 1938 a list of random digits 

was derived from the yellow pages of a phone book directory. Then they used various trials to 

determine the sporadic performance of random digits. In the year 1939 a scientist by the name of 

Mr. Kendal made an electronic device that was able to yield random digits on a disk which would 

be grouped into about ten segments. These segments were moved in a circular manner with the 

help of gears,  at a rate of 2.5 turns per 60 seconds, lighting was projected at random time each at 

two seconds, this projected sector of the segment was logged by people, they with this devices 

help made a table of 100,100 random digits. This table is described on the next page as figure 3.  
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Figure 3: Table of Random Numbers  

 

 

1.3.2 Electronic advancement  

Novel scientists doing the Monte Carlo simulations or reading lists of random digits from books   

became very sluggish also the storing capacity was very small, so some methods were taken to 

resolve these issues. The first was for our fast physical electronic device and the second, something 

that imitates randomness in software through a purely deterministic algorithm. 

 

Two main approaches: 

• An, swift computerized electronic device. 

• A computer software-based algorithm for creating random digits. 
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1. Swift Computerized Electronic Device 

 

The shuffling of cards, throwing of six spotted cubes or the tossing of bits of silver have been used 

for ages but with computer machines, came a huge progression in electric random hardware like 

the counters of the random devices and the electronic noise which is periodically sampled are faster 

and convenient methods, there are thousands and of articles and patents that would describe 

physical RNG's, they use thermal electronic clatter, or devices which are built on Atomic quantum 

Mechanics, Zener diodes in electronic circuits or reactivity in the air sensed by a radioactive 

detector.   

 

• ERNIE 

 

ERNIE is a case of a device for producing random numbers. It stands for electronic random 

number’s indicator, equipment. It could produce 60 random numbers at a rate of one sec, hence it 

was utilized in the British saving bonds lottery to determine the winning numbers.  

 

It worked on such a phenomenon that it had two glass tubes at each end which was filled with neon 

gas and high voltage would be applied at each end of the glass,  hence current would be produced 

inside the tube this current would cause a change and shift in electrons which would create noise, 

this noise was amplified and collected to be used as random numbers nowadays ERNIE 4 is being 

used since 2005. It takes arbitrary bits from the electrons current noise, which is produced inside 

of its transistors and components [2].   

 

1.3.3 Computational Algorithms  

Most of the random numbers that are used today are mainly computer-generated random numbers 

and they used for pseudorandom number generators or PRNG to generate randomness there are 

dependent upon algorithms to do this, but these algorithms are not completely random, and 

eventually, the sequence repeats itself or the memory that it uses that grows out of bounding. These 

computer-based software algorithms do make lengthy figures with non-deterministic random 

characteristics, but ultimately some of the sequences is bound to repeat. These types of numbers 

are acceptable many times, but they fail when they are compared to the random numbers which 

are generated from random noise sources taken from the environment. The most famous software 

algorithm is the linear congruential random producer. It uses the following repetition formula 

stated as equation 1.  

 

 

                                                                                                         Equation (1) 
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In this formula, the alphabets a, b, n and m are big numerals for generating numbers and the term 

𝑥𝑛+1 is the following X, as the sequence of arbitrary figures. One less that Modulus m-1 is the 

extreme quantity of figures that this mathematical equation can create. In order to get more larger 

phases and improved numerical, mathematical characteristics, the reappearance equation can be 

elongated to mathematical matrices. In order to avoid certain nonrandom deterministic properties 

of random numbers, a mastered number generator is used with a collection of several sub arbitrary 

digit creators, which have dissimilar standards of the mathematical multiplier constant.  While a 

master generator would select several different random numbers from its sub generators [3]. 

 

Most computing programming languages nowadays include a function or class that provides 

arbitrary numbers, they are planned in such ways that they give random bytes, words, or floating-

point numbers, which are uniformly distributed. The common arbitrary number makers which are 

present in computer language programs like Python, C++, Swift, and Java are based on the famous 

Mersenne twister computer software algorithm, but such a method is not good enough for 

cryptography purposes. Such devices have very poor mathematical properties and are very 

deterministic, they will often show recurrence designs after only thousands of trials would be 

made. The frequently use of the real-time clock (RTC) of the computer as the seed value would 

provide enough complexity in randomness for certain tasks like playing video games but are still 

unsuited for very advanced randomness scenarios such as network security or cryptography 

applications or statistical numerical analysis.        

 

 

But there are more superior random digit creators that are present on most OS systems like Linux 

Mac OS X, IRIX by Silicon Graphics, Solaris (Unix) by sun Microsystems, or crypt Gen random 

for Windows. 

 

1.3.4 Middle Square Weyl Sequence 

The flaws that were present in the previous models, like the original middle square generator, were 

all removed in the middle square Weyl Sequence. The advantage that we get is that the 

convergence to zero is prevented. It also helps in solving the repeating cycle problem. Its 

implementation is shown on the next page [4]. 

 

 

 

 



11 
 

 

    

1.4 Objectives 

We will use hardware that would take sensory input from our environment and with that data, we 

will generate random numbers. 

 

These random numbers will: - 

 

• Be true random numbers. 

• Provide the necessary security. 

• Require no pre-defined algorithm which will be known to other companies or 

organizations.  

 

Our project completes the following objectives, which are described below.   

 

• To produce truly random numbers that are completely random and cannot be repeated. 

• A simple and cheap solution to the problem of making true random numbers. Whose 

solution is an expensive and complicated one. 

• A device that is easily compatible with existing computer systems and software. 

• A device that is easy to use and has a simple user interface. 
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1.5 Applications 

Believe it or not, but random numbers have countless applications in our day to day tasks and are 

now are a daily part of our lives. Described below are many applications that vary from games, 

mobile phones, cryptography, security and communication.  

 

1.5.1 Games 

Nowadays many generators of random digits are being used in gambling dens all around the world 

they decide the trial of the outcome of every game, which is electronic in nature even the gambling 

fruit machines mechanical wheals appear to whirl on the LCD, but these LCD are actually spinning 

for the acting purposes. Their time to stop is determined by the computer software by when it was 

programed to stop not when the person decided to pull the lever. Manny gambling dens use this to 

their advantage and reprogram the machines to make the people lose their money, while making it 

look like fun. That is why government inspectors conduct visits and supervise the electronic 

machines to prevent this type [5]. Other than casinos, simple computer games such as Mario, 

Tetris, Temple Runner, Subway Surfer and many more also rely on random number generators to 

generate random simulations for the game to continue. 

 

1.5.2 Network security  

In today's technological age, many technological advancements have made life very easy for us, 

but as they have made life easy, it comes with it catches such as electronic security. Random 

number generators are used in cryptography to encrypt messages in order to hide their true 

meaning. Many algorithms used in cryptography use random numbers to encode their messages. 

This ranges from simple encoding techniques to too many complicated ones. The more complex 

the algorithm is, the most secure it will be, but as a drawback it will require more processing power.   

 

1.5.3  Cellular Network operators  

Cellular network operators such as Zong, Telenor and Ufone etc, often require the use of random 

numbers firstly due to the rise of 5G random number generator. Which is being used in the visible 

spectrum for secure communication on the 5th generation network this will ensure a secure 

network other than that we have the mobile scratch cards which have random numbers on it, they 

are used to put credit in our Sims. Moreover, mobile networks phone numbers must also be 

random, so random number generators have use of great importance in this industry.  
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1.5.4 Military 

Since the age of fighting with guns, tanks and cannons have come to an end this new century 

warfare includes cyber warfare attacks, for this reason we must also be prepared in this field 

random number devices have an extensive array of usages in the military the most important thing 

is securing two-way communications, that information is not leaked to the enemy. A good example 

of this can be taken from World War Two when the British got into the famous cryptographic 

machine enigma [6] and were able to decipher their communications, as a result winning the war. 

If we would have a machine that would produce true random numbers, then it would be almost 

impossible for the enemy to decode our messages and our communication would stay intact. 

 

Another use for the military would have security keys for important rooms that contain secret 

information or equipment numbers on these keys would change randomly by every hour or every 

day so that it would be impossible for anybody without the proper clearance to gain unauthorized 

access.  

 

1.5.5 Modern Politics  

Believe it or not, but modern politics in this world also makes use of random numbers in some 

Anglo-Saxon legal systems like the which are being used in the UK, and the United States.  It 

consists of a process known as allotment or sortition, for the selection of jurors in a jury. Some 

proposals have been used to bring this process for use in the government of Iraq, and various 

proposals for upper houses chosen by allotment. Many scholars have studied the good potential of 

a random selection of personal in politics and organizations of governments all around the world. 

[7]. 
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CHAPTER 2: TECHNOLOGICAL REQUIREMENTS OF THE PROJECT 

2.1 Software 

The programming language selected for the project is python because it is the best-used language 

for data manipulation, especially if the data is an image. Our project uses four main libraries that 

are open source for image manipulation. 

  

The main library used for the project is Open CV. This library is responsible for recording the 

video from the computer camera and changing that video to a mathematical matrix arrangement. 

This library provides many methods for manipulating each frame of the video individually. 

 

The next library used is NumPy, which is required by the Open CV to work properly, as the Open 

CV requires to deal with mathematical operations requiring matrices. This is so because each 

image is a set of matrices with each individual pixel on its own also being stored as matrices in the 

memory. So overall, this becomes big data of lots of matrices, and to deal with such big numbers, 

we needed the NumPy library. 

 

Another library used is the hash lib library. This library is used for manipulating the data received 

in the binary form after the image manipulation is done by Open CV. It has many useful methods 

for creating many hashes out of a given input data. 

 

The last library that we used is the socket library. This library has many different methods to 

program the sockets of the hardware the program is running on. This library is important because 

it helps us to form a TCP based client and server connection. 

 

Setting up working environment 

 

The guidance for installing the software and then setting it up in an effective manner is provided 

below. 

 

Downloading Noobs 

 

The default installer to be used for the raspberry pi is NOOBS. This installer helps us install the 

operating system on which the raspberry pi4 device will work on, this OS is called the Raspbian. 

Although we can use any other Linux based operating system, for simplicity purposes, we used 

the Raspbian. NOOBS offline installer is supposed to be downloaded from this link provided 
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above. Also, to be noteworthy that the NOOBS installer is to be downloaded on your own 

computer. The raspberry pi, for now, must not be used. 

 

Only the NOOBS offline installer is to be used [8]. 

 

 

     

 
 

Figure 4: NOOBS Downloading 

 

Downloading and installing the SD Card Formatter 

 

The downloaded and installed version of the Raspbian OS on the raspberry pi 4 device, has some 

system files which will be transferred into an SD card. So, we need a tool first to format the SD 

card such that there are no errors occurring later, due to some virus OR malware present [9]. 

 

This SD card, tool formatter of the OS is vital for installing the Raspbian in Raspberry pi. The SD 

card tool formatter can be downloaded from the following link. 

 

“www.sdcard.org/downloads/formatter/.com” 

 

When our SD card tool formatter will be downloaded in our desired computer. The steps needed 

to install the SD card formatted are quite simple. 

 

http://www.sdcard.org/downloads/formatter/
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Figure 5: SD Card Formatter 

 

 

 

 

Now the requirement is that you insert an SD Card into your computer, and once it shows up on 

the formatter, you need to select the SD card, choose the type of format of your choice, and then 

select format to set-up the SD card tool. 

 

Copying NOOBS in SD Card tool 

 

Now copy all documents in the folder relevant to the NOOBS folder and then paste them directly 

into the SD Card chip. 
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Figure 6: Setting up NOOBS 

 

 

 

 

Installing Raspbian 

 

Once the NOOBS folder has been successfully copied into the desired SD card chip using the SD 

Card tool formatter, we must unmount the SD Card chip from our Laptop or computer in a safe 

manner. Now once the SD Card chip will be unmounted, we mount the same SD card chip 

containing our NOOBS folder into the Raspberry pi. Once the SD card is mounted, we now connect 

the raspberry pi to the desired LCD screen. Power on the LCD screen, the very first time of the 

startup, the following window shall appear. 

Shown on the next page as figure 7. 
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Figure 7: Installing NOOBS 

 

 

 

In the menu displayed on your LCD screen with raspberry pi attached, select "Raspbian" as your 

option by checking the box and then pressing the install icon button on the upper toolbar in the 

menu. 

 

After this, the setup would take some time, 30 to 45 minutes, to be exact, but this time can also 

vary to which type of the Raspbian OS is to be installed on the device. 

 

After the installation of Raspbian is done on the Raspberry pi 4 device, we turn the device off by 

removing its power. 

Now turn the raspberry pi 4 device on again. 

The raspberry pi would ask for credentials to log into the operating system. 

The username required in the raspberry pi 4 device would be "pi," and the default password will 

be "raspberry." 

 

With this, we have successfully installed the Raspbian operating system in our raspberry pi.   
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Setting Up VNC Server 

 

VNC, which stands for Virtual Network Computing is a very popular desktop remote sharing 

system. This system allows anyone to control the raspberry pi devices from anyone around the 

world over the use of the world wide web called the internet. Our first step now would be to 

configure the VNC server in such a way that we can remotely control raspberry pi over the internet. 

To configure the VNC viewer open the command control terminal in the raspberry pi device and 

type the following command “sudo apt-get-update.” 

 

 

 

 

 

Figure 8: Compilation of VNC Step 1 

 

 

 

 

When we get conformation that the update is done then we type the following command: 

“. sudo apt-get install RealVNC-vnc-server realvnc-vnc-viewer”. 
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Figure 9: Compilation of VNC Step 2 

 

 

 

 

Typing this command will install the real VNC, server on our raspberry pi device. 

In the following next step, we will then enable the VNC control server. Type the current following 

command in order to enable VNC control server on raspberry pi device. “. sudo-raspi-config.” 
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Figure 10: Compilation of VNC Step 3 

 

 

After the VNC server has been enabled, press Enter, and windows shown below will appear. 

 

 

 
      

Figure 11: Compilation of VNC Step 4 

 

 

Now scroll down until the "Interfacing Options" is highlighted and then press Enter 
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Figure 12: Compilation of VNC Step 5 

 

 

 
     

Figure 13: Compilation of VNC Step 6 
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Select "P3 VNC" as your option and press Enter. 

 

 

 
     

Figure 14: Compilation of VNC Step 7 

 

 

 

 

 

Now Enter "Yes" to see if the server is enabled. 
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Figure 15: Compilation of VNC Step 8 

 

 

 

Press "OK" to proceed 

After pressing "OK" the initial window will appear again. 

 

 

 

     

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 16: Compilation of VNC Step 9 
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Now press tab to scroll down to "Finish" and press "Enter." 

 

The VNC Server is now completely enabled. 

 

2.2 Libraries Used in Project  

2.2.1 NumPy 

NumPy is a computer programing library which is used in the python programing language, it can 

also be used in C language or C++ language. Its full name is numerical python. Its main purpose 

is to be working with programing arrays, its other function includes mathematical matrices, 

equations of Fourier transform, complex problems of mathematical algebra, statistical data or 

computer simulations etc [10]. 

 

What is the reason that we use NumPy library in python, because the list of arrays in python take 

a up a lot of time to process the array data. This library was thus created to solve that problem. The 

Object used in the language NumPy gives many supportive computer functions, this array object 

is known as ndarray. This makes working with NumPy very easy.  

  

2.2.2 Python Hashlib 

The hashlib library module is used for creating a secure hash message in the python programing 

language. This library function of python language takes the rows of unnecessary data bytes and 

transforms them into a securely fixed arrangement of data [11]. This function does have one major 

disadvantage that is it known as a one-way library function which means that if you convert a fixed 

arrangement of rows then you cannot go back to the original hash data, i.e. original sequence 

cannot be generated from hash value. 

If description is not possible of the hash message to its original form, then we can say that the 

algorithm which we used is for more superior that the message in its original form. A significant 

change can occur in the messages digest value if only one byte of the original message would 

change. 

 

This python hashlib library is used for security purposes in such way that the passwords are kept 

in encrypted form by it. Even the owner does not have the authority to access the encrypted files. 

Access is only given when the user enters the original password, then hash value for it is calculated, 

this value is then equated with the hash value already stored in the memory. Only then access is 

granted to the user.    
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2.2.3 Sockets 

Sockets are used to set up two-way communication among some different processes or different 

types of electric devices/machines. To put it in simple works sockets can be used to talk to 

additional computers present on the network via a Unix descriptor. In Unix every input output task 

by reading a file descriptor [12]. Sockets communication between two unique processes on the 

same device or different devices on the same process.  

Different types of stations such as Unix internet domain sockets, TCP and so on can be 

implemented by the socket’s library. The socket library provides a general interface to manage 

every process. The function used to create a socket is called ‘socket’’. It accepts family, type, 

and proto arguments. To create a TCP-socket, “socket.AF_INET” or socket should be used, 

“AF_INET6 “for family while “socket. SOCK_STREAM” for type. 

 

 

2.3 Hardware 

The types of hardware used are described below  

2.3.1 Catching static of TV using the camera  

In today's modern age of technological advancement random numbers have a vital role in it. 

Random numbers are used in many applications such as games, communication, network security, 

cryptography and mathematical sampling off numbers. Now in order to generate true random 

values our generator needs such a source from nature which is completely arbitrary, this is one big 

challenge for us because these sources of entropy are complicated to use and can be very costly as 

well. In order to bring true random number creators available for common usage it is vital for us 

that we find a viable and economic source for the generation of true random numbers. This method 

that we have discussed in the paper address both issues of price and feasibility. Where, what we 

do is that we take random data valued from image sources, to be used in the process of true random 

number generation. Another thing is the use of a hash function in our generator to be used as data 

number extracting tool. According to some research done it is proved that the hash function used 

will only be truly random when the input in the device comes from arbitrary random noise source, 

if not then the result will be deterministic random numbers and not truly random [13]. For 

overcoming this issue, we used some mathematical data blocking techniques that will transform a 

normal image data taken from a source into something that will make truly random digits of data. 

 

What we are doing in this project is that we are taking static from a TV source that is receiving the 

static via an antenna. As this static is taken from a random environment, the entropy is very high, 

and the chance of repetitiveness is very low; this is a very good example of how to achieve high 

entropy. 



28 
 

Noise in an old dish TV set is a very arbitrary array of white and black points, arrangement of the 

static that is displayed on the tv screen. This happens when the antenna that is connected to the TV 

is not receiving any signal. The random pattern is visible as random flickers of points of black and 

white being displayed on the screen, or it may seem like snow. This is not actually snow or random 

flickers, but this is an effect of all the electronic clatter noise and the radiated electromagnetic 

cosmic radiations present in the sky, which is picked up by the antenna probe, this happens when 

no signal is being received by it. This result is usually seen in many analog television sets but is 

not very popular with the digital cable, which is used nowadays. 

      

There is a lot signal of electromagnetic nature which are present in the sky that causes white and 

black static to be displayed on our screens. The most widely available source are the 

electromagnetic natural signals which are present all around made by the cosmic microwave 

radiation in the sky or the radio waves which are traveling, propagating from the electronically 

powered machines that people use. 

 

Some devices by themselves can be a source of natural entropy which is by something that occurs 

in the microscopic level which is the noise made by the movement of electrons due to current flow, 

this is a naturally occurring phenomenon.  

 

Some TV set do not show static rather they show a standby sign when no signal is present this is 

due to the reason that negative video modulation is used rather than positive video modulation but 

that was in the old times now majority of the people in the world do not use cable they use digital 

or satellite tv in their homes. 

 

Normally, a television set is connected to an antenna. The antenna is picking-up a wide range of 

signals. Even if a television is tuned to a channel that appears to be nothing but white noise, there 

is a strong likelihood that adjacent signals are coming through. This will compromise the 

randomness of your signal [14]. 

 

So, all what is needed is replacing the antenna with a resistive terminator. This will provide a truly 

random noise (which will dominate all-transistor noise sources on the television). Finally, because 

we are only interested in a binary sequence of random numbers, we need to digitize the data. This 

means we need three things: a resistor, a high-gain amplifier, and a high-speed ADC. Fortunately, 

we are in luck: buy a TV tuner for our computer, rip-off the antenna, and stick-in a matching 

resistive load. Random numbers are, by nature, unpredictable. If the pattern is completely random, 

then yes, it could be used to make random array of numbers which will be non-deterministic. For 

example, you could take the first 8 pixels and assign a 1 to a bit if it's white or a 0 if it's black to 

get a random byte. Atmospheric noise tends to be the method of choice in most cases, though. 
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Now we know that the white, black noise on the TV is completely random, then the answer is a 

clear yes say choose a pixel on the screen and use each sequential n-length series of black and 

white spots as binary digits in a series of random n length numbers. 

 

Since it is proof that the data which is appearing as static on the television is completely random 

so we can use it as a source of entropy for our random number generator, the static which is being 

viewed on the screen is also randomly changing every second. What we do is that we use a camera 

pointed at the screen on which the static is being displayed. The camera does what is supposed to 

do, and it captures the images. Once the images are collected, they are separated frame by frame, 

and all that random data is sent to Raspberry Pi for processing. 

An example of these images which appear as static is shown in the figures 17 and 18.  

 

 

 

 

Figure 17: Static Source 1 
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Figure 18: Static Source 2 

 

 

2.3.2 Raspberry pi 4 

Raspberry Pi is a small chip computer designed for the purposes of computing and teachings 

purposes for the developing countries. It was mainly used in robotic projects and then its 

applications were extended towards research project because of its small size and affordability. 

 

The Raspberry Pi 4 devices are of most up-to-date products in Raspberry Pi companies range of 

computer silicon chips [15]. As compared to its old model the new up to date one gives users top 

end speed and memory options other than it only lacks in its power efficiency. It gives its user a 

very powerful desktop like presentation which can be linked to any entry level system of its time. 

This device gives its user a quad core processor of 64-bit architecture, it has an option of two 

displays hence the micro HDMI ports are used its display quality can also go up to ultra HD, it 

provides RAM memory size of 8 gigabytes. It also features more upgrades such as Bluetooth 

option, Ethernet port for connecting to internet cables as well as a WIFI option too for connecting 

to wireless networks. Other than all this device also includes a power over ethernet connection 
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(POE), it is a new networking feature which gives the device an ability to draw power via the 

ethernet cable which is providing the internet connection.   

 

An example of the device is shown below. 

 

 
 

Figure 19: Raspberry Pi 4 

 

 

Specifications  

 

A detailed list of all the device specifications is shown below 

 

 

• Processor: Broadcom, quad-core Cortex-A72.  

• Memory: It offers memory in order of 2,4 or 8 gigabytes. 

• Latest Internet and Bluetooth options. 

• Ethernet port. 

• USB port of 3. Speed. 

• USB port of 2. Speed. 

• General-purpose input and output (GPIO). 

• A MIPI DSI mobile industry processor interface display serial interface port. 

• A MIPI CSI mobile industry processor interface camera serial interface port. 

• stereo audio and a video connection port. 
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Physical Specifications 

 

The devices physical specifications are shown in the figure below 

 

 
 

Figure 20: Physical Specifications  
 

 

Software: 

 

The Raspberry Pi company gives Raspberry Pi OS to be the certified operating OS system for all 

their Raspberry Pi devices. The company says that the programming language of Scratch or Python 

are the official certified languages of their devices. It is not limited to only the official operating 

systems it can also run other popular OS systems as well.   

 

 

Accessories Some common accessories include the following  

The Raspberry Pi accessories include: 

• HAT (Hardware Attached into) 

• Camera 

• Infrared Camera 
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Chapter3: Proposed Method & Results  

 

3.1 Proposed Method 

3.2 Results 

 

 

 

 

 

 

 

 

  



34 
 

CHAPTER 3: PROPOSED METHOD AND RESULTS  

 

3.1 Proposed Method 

To understand this project and its workings a flow chart diagram has been shown below. It 

describes the flow of data of our project and makes it simpler for people to understand why each 

component is required and what is its use. 

 

 

Flow of Data in the Project 

 

 

 

 

Figure 21: Overall Data Flow 
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The overall data flow in this project starts from the noise that is present in our surroundings in the 

form of cosmic radiation noise. Along with the cosmic radiation noise there is also the noise that 

comes from random electronic interferences from surroundings example from the electronic 

devices, signals from the nearby cellular tower’s signals from the satellites and many more. 

Since there is no specific analog signal to display some meaningful video on the television so the 

antenna automatically picks up all this electromagnetic noise from the surroundings from the 

environment. 

 

When the noise signal is picked up by the antenna it travels through the antenna in the form of an 

electric signal. This electric signal further faces some distortion in noise. Moreover, incoming 

electric signal coming from the antenna probe to the television then further faces some more 

distortion in noise. This distortion is due to the reason of electrons in the electronics present in the 

television. These electronics heat up when the television is working, hence emitting thermal noise. 

This thermal noise combines with the electric noise and the whole signal changes again. This 

phenomenon is described in the picture below.  

 

 

 

 

 

Figure 22: Noise Sources for a Static 
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This signal is then shown on the television screen in the form of a static. The static shown on the 

television screen are like a video of white and black dots. This video is the picked up by the camera 

that is pointed towards the television screen. 

 

The video is then sent from the camera to the raspberry pi server. The server receives this data 

through the library used which is open CV. The open CV library further needs help from a python 

library called NumPy, which is used for making mathematical calculations. The video is read by 

the open CV in form of matrices of each frame of the video. 

Each frame has pixels and every pixel is then further resolved into matrices depending upon the 

color related to that pixel. 

 

To read the frame and get valuable data out of it we need to convert this frame into a binary frame. 

This process is described in the figure below. 

 

 

 

Figure 23: Operations Inside Raspberry Pi 

 

 

 

 

 

Each frame is hence first taken as an RGB frame, the frame is then converted into a grey scale 

frame. This change in the image is achieved by a given method “(cv2.COLOR_BGR2GRAY)” of 

the open cv library. Due this method the RGB data picture is transformed to grey scale rendering 

of its color differences in the pixel. This grey scale picture is then transformed in a binary type 
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image by adjusting a thresh hold. The thresh hold we used was 127,255, hence any pixel above 

127 color according to open cv is converted to white and vice versa. After thresholding the image, 

we have some valuable data that we can use for generating our random numbers. 

 

We start from every frame, depending on the number of frames the client has asked to be used for 

generating the random numbers. For simplicity let us say two frames were asked to be used for 

generating random numbers. Every frame is read from top right pixel and then all the pixels are 

read moving in the left direction. The pixels are read in such a way that if the value of pixel is zero 

in binary form then a zero is registered in the memory and if there is a one in the binary image 

then a one is registered in the memory. After reading the whole frame a value in binary form is 

achieved. The next frame will then be converted into a grey scale picture that is then transformed 

into a binary type picture. Its values are read and stored in the memory. 

 

All the frames required are read and their values are stored separately, the values of all the frames 

are concatenated and then converted into decimal. These decimal values are then converted into 

hex by using a library called hashlib. The hashlib library has special methods for making hashes. 

The hash we are going to use is the sha-256 hash. The decimal values are fed into the hashlib 

method and are then converted into a hash of hex value. This hash value is of 256 bits and is then 

sent to the router via a safe TCP connection established between router and the raspberry pi. On 

receiving the values from the raspberry pi, the router sends all the values to the client that asked 

for these values via a secure TCP connection. 
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3.2 Results obtained  

 

 
 

 

Figure 24: Original Image 

 

To experiment the process of generation of random numbers, a frame from the TV-static having 

the resolution of 640x480p was captured and analyzed. 

First, the static screen having black and white dots was converted to Grayscale by using OpenCV 

library.  

 

After converting the image to grayscale, it is then converted into a binary image which is clearly 

visualization of pure black and white colored dots. 

 

This again is done by using OpenCV in such a way that it turns black dots into pure black and 

white dots into pure white by setting up a limit. The Black dots in the frame represent 0s (zeros) 
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and the White dots represent 1s (ones). Then the frame is read from top-right to leftwards and the 

frame is stored in the binary form.  

 

 

 

 

 

 

Figure 25: Grayscale Image 

 

 

 

 

This was the case of representing a single frame in binary form. If the client desires of getting more 

than one frames; for example the client has asked for random binary of two frames then first the 

binary of one frame is determined by the above mentioned method and then the same process is 

carried on the other frame and the binary values obtained from both the frames are joined as binary 

of first frame followed by that of the other one. 
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Now if the client wants the results in decimal forms, the binary results obtained first are converted 

into decimal results. 

If the desired form of the obtained numbers is Hexadecimal, then the decimal results are converted 

using hash function SHA-256 and the hexadecimal random numbers are generated.  

 

 

 

 

Figure 26: Binary Image 

 

 

The generated output in the binary form as obtained by the single frame that is shown in the figures 

above is given in the next page. As one can see all the pixels from the frame are converted into 0 

(zero) and 1 (ones). The decimal output if so, required by the client is given in the figure below. 

It shows how the values in the binary form are then converted into values in decimal format. 

The decimal output shown in the figure 27 below is the output for the binary random numbers. 
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Figure 27: Decimal Output 

 

 

 

The hexadecimal output if so, required by the client is shown in the figure below. 

This output is generated from the hashes that are generated when the above output in the form of 

decimal is fed into the sha-256 method of the hashlib library. All the hashes for groups of values 

from the decimal output are concatenated to form on complete hash value. The hexadecimal value 

thus shown in the figure 28 below is for the same output given above in the form of decimal output.  
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Figure 28: Hexadecimal Output 

 

 

TCP (Transmission Control Protocol) connection: 

 

A connection between a TCP client and server is established in mainly three steps. First, the client 

which has a desire to establish a connection with the main control server, sends a SYN request to 

the server. The control server then replies with a acknowledgement (ACK) + the synchronized 

(SYN) data packets [16]. That SYN is then acknowledged back by the client and a connection is 

established between them. 
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Transmission of Random Numbers: 

 

In the project under discussion, if the client requests for random number generation to the server, 

it cannot do so directly. The client asks the router for the desired format of random number using 

the TCP connection. The router then requests for formation of a TCP network connection with the 

control server. Once the network server client connection is made, the router forwards the request 

of the client to the server and the server sends the required data to the router. The router then again 

establishes connection with the client and sends it the data it asked for.  
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Chapter4: Conclusion & References  

 

4.1 Conclusion  

4.2 References  
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CHAPTER 4: CONCLUSIONS AND REFERENCES 

 

4.1 Conclusions 

So, to conclude we can say that the use of the static displayed on old analog television sets is a 

great way of collecting random noise. This noise is a good source of randomness because the static 

itself is composed of many different forms of noise mostly electromagnetic and thermal. 

The main noise being Electromagnetic noise from the cosmic radiations which are as we know the 

most random source of noise in existence. The other sources of noise being the electromagnetic 

noise from the electronic devices around the television, random electromagnetic waves 

propagating through the television from many other different sources and then lastly the thermal 

noise from the electronic equipment that is present inside the television itself. 

 

All these noises combine and give rise to a new noise that is then displayed in the form of static of 

the television. So using a simple television, a camera, a raspberry pi and a router we can essentially 

make a very cheap and easy to use hardware based random number generator. 
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