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Abstract

In the era of distributed computing and multi-user environment, federated
organizations though running in isolation with their own proprietary iden-
tity stores, need to collaborate and access each other’s resources. Each of
them has to authenticate its self to get authorization for the utilization of
desired resources. Organizations use their own identity stores with user’s
credentials and policy enforcement mechanism for authorizing user access to
their resources. In order to access resources of different organizations, a user
must have login for all of them. This requires multiple identities for the
same user which is very complex and difficult to manage. These conditions
become even worse if collaborating organizations have used heterogeneous
access control models for implementing their authorization policies. Existing
centralized solutions such as Single Sign On (SSO) suffers with single point of
failure and single central server could result in performance bottlenecks if not
handled properly. Other distributed solutions for collaborating organizations
require major infrastructure change and they also require homogenous access
control model to be used between two collaborating organizations. In order
to access resources user must be authenticated seamlessly and authorized to
perform access request.

This research has proposed a plugin based distributed solution by making
access control models, existing in different organizations, interoperable. The
proposed solution has shown how decentralized and distributed yet federated
organizations with heterogeneous access control models can share valuable
resources/services in a secure, reliable and efficient manner with no or mini-
mal changes to their existing infrastructure. The proposed solution converts
the existing policies of collaborating organizations into Attribute Based Ac-
cess Control Model (ABAC) by a Model Transformation Utility (MTU).
When our proposed system is plugged-in to existing Role Based Access Con-
trol (RBAC) system, MTU reads RBAC policies form legacy repository and
transforms them to ABAC policies using Extensible Access Control Markup
Language (XACML) and stores them into ABAC policies repository. These
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policies are applied to remote request to obtain access over local resources.

In order to check the correctness of RBAC model transformation into ABAC
model using XACML, a significant number of test cases have been designed,
and executed on existing as well as transformed systems and the results com-
parison shows that model transformation is 100% correct.
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Chapter 1

Introduction

This chapter briefly describes evolution of access control model and challenges
facing with advancement of distributed system. We highlight the motivation
behind a distributed decentralized plugin based approach to achieve interoper-
ability among access control models. In addition, our contribution in research
and methodology used to validate implementation results is described.

1.1 Introduction

In order to protect the valuable resources, every organization needs access
control mechanism that meets their requirements of managing their resources
efficiently and effectively. Access control mediates user’s attempts to access
system resources by determining activities that are allowed to legitimate
users. Access control can be implemented at various places and at differ-
ent levels in an organization having information technology infrastructure.
Operating system and database management systems (DBMS) need access
control to shield their resources (files/directories in case of operating system
and tables/views in case of DBMS) from inappropriate and unwanted user
access. DBMS access controls are independent of those used by the underly-
ing operating system.

Access control basic concepts includes subjects; an entity that may be per-
son, device, process etc. objects; an entity containing information that is to
be requested by subject and operations; an action subject wants to perform
over object. Access control is concerned with three key principles of avail-
ability, integrity and confidentiality. System resources should be available
when required and access control should have fault tolerance and recovery
mechanisms to ensure incessant accessibility of system. Access control mech-
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CHAPTER 1. INTRODUCTION 2

anisms should sufficiently be proficient to protect data from unauthorized
access(Patil et al., 2007).

A typical access control deployment usually includes three logical compo-
nents; an access control model, policies and a mechanism to enforce them.
Policies in organizational context state which kind of users can perform what
types of operations on a particular resource, in given circumstances. A for-
mal representation of organizational policies is called access control model.
Some very well-known access control model includes Mandatory Access Con-
trol (MAC); Discretionary Access Control (DAC); employed in most military
organizations (Hu et al., 2006), Role-based Access Control (RBAC)(Sandhu
et al., 1996); employed in commercial organizations such as banks that have
large number of users and resources. These access control models are con-
figured to organization’s security framework(Vincent C. Hu, 2006). Bell La
Padula Confidentiality Model (Bell and La Padula, 1976) and Biba Integrity
Model (Biba, 1977) are early forms of MAC models. In MAC, system admin-
istrator assigns resource permissions to users and system objects are assigned
security labels based on which access request is evaluated whereas in DAC
each object has a list of permissions attached by the resource owner. DAC
systems are fairly flexible as compared to MAC systems because permissions
can be changed by adjusting resource security level from up to down and
vice versa. Both MAC/DAC are the most common and oldest forms of ac-
cess control models but their inherent limitation roused the evolution of new
model based on user’s roles called RBAC. In RBAC, roles are identified which
may be an individual person’s job or a group of users who may be identified
by the organization hierarchy. Permissions are assigned to roles which are
then assigned to users. RBAC is neither MAC nor DAC since the adminis-
trator controls the access at system level and permissions are also handled
in a different manner. RBAC challenge is to balance the trade-off between
strong security and easier administration (Hu et al., 2006). This deficiency
was covered in Attribute Based Access Control (ABAC) model. Decisions
made in ABAC are based on characteristics of subjects, objects, resources
and the environment in which request is posed.

In this recent age of rapid growing internet due to advancement in network
technologies, distributed systems gain incredible prominence in the field of
information technology. A distributed system is a collection of autonomous
system working together as single unit. These systems may be computers
connected through network which enable them to share their resources and
coordinate each other to accomplish related set of goals or it may be a soft-
ware having processes running concurrently on different processors. Now a



CHAPTER 1. INTRODUCTION 3

days, information sharing among federations and between enterprise sub sys-
tems has become common. These distributed systems require secure channels
for sharing their sensitive information.

Federated organizations are de-centrally organized, semi-autonomous/ au-
tonomous and may be geographically dispersed lines of business (LOBs), in-
formation technology systems and applications. Supply chain management
and stock exchange systems in which multiple participants have established
standard set of protocols for sharing information, are typical examples of
federated organizations. Federated organizations merge or collaborate to
provide services to their common users who want successful completion of
their tasks in a secure way with minimal effort. Each collaborating orga-
nization needs to access its partner organization resources and vice versa.
Therefore, users of remote organization should be authenticated and autho-
rized to access the resources of partner organization. One possibility is to
manage multiple identities for a user in both organizations, which is not only
difficult to manage but is also troublesome for user to remember its multi-
ple credentials. In order to make seamless authentication certain centralized
authentication systems such as Single Sign On (Ltd, 2006) exist, which have
their own limitations including single point of failure. Federated organiza-
tions also want their existing infrastructure to be unchanged or have minimal
acceptable changes that does not affect their internal flows. In order to pro-
vide access to each other’s resources, we propose distributed solution based
on model transformation for collaborating organizations. Both organizations
might have used heterogeneous model for implementing their access control
requirements. Heterogeneity can be removed by using the same model at
both sides which is not feasible for any organization to rewrite all its policies
that might be in thousand in number. Our objective is to provide solution
that requires no or minimal changes to existing infrastructure.

Our proposed plugin based solution include Model Transformation Utility
which transform existing model into Attribute Based Access Control Model
using XACML These policies are applied to remote request to give access
over local resources whereas legacy policies are applied to local requests.

1.2 Motivation

Federated organizations collaborate or merge into one need of accessing each
other’s resources. User of collaborating organization should be authenticated
seamlessly. User of collaborating organization should be authorized to ma-
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nipulate requests from remote user (collaborating party). Existing solutions
are centralized such as SSO, suffers with a single point of failure. Centralized
server may be overloaded if more than one federation are included and other
models of collaborating environments (described in the related work) require
infrastructure changes. What we need, is a solution that requires no central
server, to avoid a single point of failure and a distributed application with
improved performance that requires minimal or no changes to the existing
infrastructure (installed as plug-in). Authentication within an enterprise and
across the organization must be seamless.

1.3 Problem Statement

The problem statement of the thesis is as follows:

“Provide a decentralized and distributed solution by making access control
interoperable, for federated organizations (implemented different access con-
trol models) collaborating each other and accessing each other resources by
authenticating/authorizing each other’s users seamlessly.”

1.4 Thesis Aims and Objectives

The main aims and objectives of this thesis are as follows:

I. Provide a decentralized solution for federated organizations based on no-
tion of model transformation.

II. Realization of the proposed scheme by implementing it.

1.5 Thesis Contribution

In this research, we have solved the following issues and produced the sub-
sequent contributions in the field of access control models.

1.5.1 Publication

This research work has been published with the title “Interoperability
among Access Control Models” in IEEE proceeding of 15th Interna-
tional Multi Topic Conference (INMIC) at Riphah International University
Islamabad, December 13-15, 2012.
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1.5.2 ABAC Plugin

This work gives the notion of achieving interoperability among access control
models by transforming them into an intermediate model; Attribute Based
Access Control Model (ABAC). Both collaborating organization’s existing
access control models are transformed into ABAC by Model Transformation
Utility (MTU), automatically. Transactions across the organizations are han-
dled by new ABAC model where existing authentication and authorization
flows are untouched. This plugin based decentralized, yet distributed solu-
tion requires minimal or no infrastructure changes and does not affect the
internal workflow of adapting organization.

1.6 Methodology

Research methods are categorized into two broad approaches named as quan-
titative and qualitative. Research in natural sciences such physics, chemistry,
geology, biology, etc. requires things to be observed and measured objectively
and these investigations are worked upon by other researchers in the com-
munity. This process is termed as quantitative research. On the other hand,
social sciences such as sociology, psychology etc. being concerned with the
study of human behavior is difficult to explain in measurable terms. This
phenomenon demands a new form of research called qualitative research.
Qualitative research focuses on collection and analysis of subjective data
which involves user’s perceptions, whereas quantitative research is based on
collection and analysis of objective data that can be measured in discrete
values which may involve calculus and statistical data analysis. Qualitative
research is inductive in nature in which we infer general from something spe-
cific whereas in qualitative research specific things are inferred from general.
Quantitative research is about scrutinizing relations among predefined con-
cepts while qualitative research figures out ideas from situations.

Although, software engineering is making rapid progress but still it is not
mature enough to be called a pure engineering discipline. Traditional scien-
tific and engineering models borrowed from other discipline such as sociology,
philosophy and natural science do not best fit in an ever-growing field of soft-
ware engineering. In order to solve software engineering complex and novice
problems, researchers have introduced a few more models of arguments which
include empiricism, hermeneutics, mathematical proof and proof by demon-
stration. In this research thesis, we adopt proof by a demonstration strategy
in which an artifact (prototype implementation) stands as an example of
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proved hypothesis.

I. Background Learning and Literature Survey

A Number of existing Access Control Models including standalone and
distributed access control models for both autonomous and federated
organizations have been studied. Different types of markup languages,
mostly based on XML, are studied in detail to choose the appropri-
ate one for access request or response and implementation of policies.
Legacy standalone access control model is mature enough to be imple-
mented in some specific organizations whereas distributed access con-
trol models lack adaptability and backward compatibility which results
in synchronization issues. Almost all of them require a major infras-
tructure change or replacement of legacy model at both federations in
order to perform their joint operation. A widely used SSO approach
requires central server for user authentication. Being a center depen-
dent approach, it suffers with single point of failure which is its major
drawback. Single central server could result in performance degrada-
tion because of congestion, if not handled appropriately. Therefore, a
distributed solution for federated organizations was required that need
to collaborate each other or may be merged into one.

Policy evaluation engines have also been keenly reviewed to choose
the best implementation of XACML so that better performance could
be achieved.

II. Problem Identification

By keeping in view the problems discussed in the above section, we
found out that there should be some decentralized access control solu-
tion for collaborating federated establishments. A solution, which not
only handles their enhanced collaborative needs but is also in compli-
ance with their existing workflows.

III. Hypothesis

Can a decentralized yet distributed plugin based system for collaborat-
ing organizations (implemented heterogeneous access control models),
accessing each other’s resources through seamless authentication and
authorization, be developed by making access control models interop-
erable?
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IV. Determining appropriate tools and technologies

In this phase, tools and technologies available for implementing model
transformation utility and authentication request and response have
been described. XACL and XACML are languages that can be used
for describing policies. SAML provides assertion that can be used for
user’s cross organizational authentication.

V. System Design and Architecture

Detailed system architecture which includes multiple modules such as
Attribute Extraction Module (AEM), Rule Extraction Module (REM)
and Model Transformation Utility (MTU) has been described. More-
over, request and response flow which include communication between
local Identity Management System (IDMS) and remote IDMS and how
the policies are generated and evaluated on user request, are described
in detail.

VI. Implementation and Results

This section describes graphical user interface for AEM, REM and
MTU modules. A test case example has been employed to show the
complete authentication and authorization cycle. A number of test
cases have been executed to compare system results before and after
model transformation.

1.7 Thesis Organization

Rest of the thesis is organized as follow: Chapter 2 describes the overall
background of the research area. Chapter 3 describes tools and technologies
available for implementation. Chapter 4 discusses related work and overall
review of existing solutions. Chapter 5 elaborates system architecture, design
and workflow for the components of proposed system. Chapter 6 describes
implementation and evaluation of system by giving example of complete re-
quest response cycle and Chapter 7 is the last chapter of the thesis. It
concludes thesis work and highlights future directions.
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1.8 Summary

As technology evolves inherent limitations of existing access control mod-
els rouse the need of new models. Most of the access control models such
MAC/DAC, initially designed for military purpose, evolve into new models
to handle challenges of commercial applications. Rapid growth of enterprise
distributed yet collaborative application open new directions for system secu-
rity. Enterprise single sign, being based of central server, inherits problems of
performance bottleneck and single point of failure. In this research, we have
concluded that plugin based distributed solution providing interoperability
among access control models is better choice for collaborating organizations.



Chapter 2

Conceptual Knowledge

This chapter highlights the importance of access control model in our every-
day life. Some of the well-known access control models, their strengths and
limitations are described briefly.

2.1 Access Control

Access control, a very common phenomenon, enables an authority to control
access over sensitive resources. A car lock, an ATM pin are means of access
control. When a person or authority seeks to secure its confidential, sensitive
and important information, access control possession is of prime importance.
Some commonly used access control mechanisms are listed below:

• Discretionary access control

• Mandatory access control

• Role-based access control

• Attribute Based Access Control

2.1.1 Discretionary access control

In Discretionary access control (DAC) resource owner is responsible for res-
olutions of access policy. Owner decides the list of privileges is assigned to
other users. DAC comprised of two major concepts:

• File and data ownership: Each resource in the given system has
at least one owner. In DAC the object creator (subject) is an initial
owner which determines its access policy.

9
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• Access rights and permissions: Owner can assign some or all
control of specific resources to subject.

Access controls may be discretionary in ACL-based or capability-based access
control systems. (In capability-based systems, there is usually no explicit
concept of ‘owner’, but the creator of an object has a similar degree of control
over its access policy.)

2.1.1.1 Access Control Matrix

Access control matrix proposed by Butler W. Lampson in 1971 is used for
protection of system resources. ACM model restricts unauthorized access to
resources by limiting user access right to specific objects. It is just like locked
door which can only be unlocked only by the person having door key.

Access control matrix comprised of subjects, objects and operations that
a subject can perform on object. Subjects (user or program) and object
represents rows and columns of rectangular matrix which comprises data to
symbolize access permissions. A sample access control matrix is shown in
table below:

Table 2.1: Access Control Matrix

Bob, Sam and Alice (three users) are subjects and OS accounting data,
Insurance data, and Payroll data are objects while accounting program act
as subject and object at the same time.

Limitations

Access control matric performs well for small number of subjects and ob-
jects. As long as number of subjects and objects increases its complexity
increases and performance is degraded. Large access control matrix also
wastes too much memory.

In order to improve performance of authorization process and reduce system
complexity access control matrix is spitted into rows and columns. Columns
forms access control lists whereas rows take form of capability list(C-List).
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2.1.1.2 Access Control List

Access Control list gained fame with emergence of multi-user system in 1970s.
ACL’s are most rudimentary form of access control mechanism. Access must
be restricted to files and data on the shard systems in multi- user environ-
ment. In the beginning access control list were employed in UNIX systems
but later on when multi-user operating system personal also adapted ACLs.
In ACLs resources are referred as objects. Each object has an associating list
which contain mapping between set of entities that can request access and
set of actions that each entity can perform on it.

In order to understand it let us take an example of file system. Each file
has an associated data structure containing list of user’s along with multiple
flag indicating access privileges such as read, write, execute, delete, modify,
append etc. or any combination of these. This ACLs file is consulted by
operating system whenever a user tries to perform some sort of operations
to the given file. This concept may also be applied to group of objects such
as directory or application/system processes and group of processes.

ACLs are relatively simple as it does not require technological infrastruc-
ture for implementation. It is not only adapted in early basic systems but
also implemented in today’s modern operating systems such as UNIX. De-
velopers can also use ACLs at application level to control user access at
interface level. This can be achieved by using map- type data structure
such as data dictionaries in Python language and their counterparts Maps in
JAVA programming languages. Databases may also be used to store ACLs
in certain condition such as number of users in an organization is too large
for in-memory data structure to scale well.

ACL Composition

Tag Type: ACL entry is stated using tag type. For example owner of
the file, group owing file, user name, group name or others. (for all other
users)
Qualifier field: Tag type instances are specified in qualifier field. Userid
and groupid are specific names for named user and named groups respec-
tively.
Permission Set: Access rights such as read, write, execute etc. are speci-
fied in permission set. ACL extraction for insurance data from access control
matrix mentioned in table 2.2 is shown below:
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Example Description
user:rwx File owner has read, write and execute privileges as ACL

contains file owner tag with qualifier field empty.
user.userid:rw- Userid has read and write privileges as qualifier userid

is specified by named user tag.
group:r-x Owning group has read and execute privileges as ACL

contains group owner tag with empty qualifier.
group.groupid:–x Groupid has read privileges as groupd name is specified

with group name qualifier.
other:r– All users other than owing user, named user, group user

have read privileges.

Table 2.2: ACL Examples

(Bob,-),(Alice,rw),(Sam,rw),(Acct. Program, rw)

Limitations

ACLs are not an efficient mean for access control as it must be checked
every time whenever a particular file, process or other resource is accessed.

ACLs are not only used to control user access over system resources but
it is also used to control access of application processes access over system
resources. Each time a user need access it perform ACLs lookup, applica-
tions invoked by user needs resources, also perform lookup and application
invoking application and processes also need to perform lookups and so on.

In an enterprise where a large number of users or group of users requires
various levels of access permission, ACL can be very difficult to manage.
Adding, removing, updating user’s privileges not only a time consuming pro-
cess but it can also result in inconsistent or error prone system if not managed
properly.

As ACLs are resource centric and are usually written by owner or initial
creator of resources. So a strong level of coordination is required between
users and resource owner which is quite cumbersome when users and re-
sources are large in number. [2]

In an ACL system, we can easily find the list of users having access to that
particular resource but it is nearly impossible to find list of privileges a par-
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ticular user for system resources.

2.1.1.3 Difference between Access Control List and Capability
List

Table 2.3: ACL VS. C-LIST

2.1.2 Mandatory access control

In Mandatory access control (MAC) system administration is responsible for
writing access control policies for resources instead of resource owner. Gov-
ernment and military multilevel systems use MAC in order to secure their
classified or highly sensitive data. A multilevel system may be single com-
puter system handling several classification levels concerning subjects and
objects.

Sensitivity labels: All subjects and objects are assigned labels in MAC
based systems. Sensitivity labels are used to specify level of trust. A sub-
ject’s sensitivity level shows its level of trust whereas object’s sensitivity level
shows the level of trust required by requesting subject in order gain access.
Subject having sensitivity level must be equal or higher to object sensitivity
level to accomplish its access request.

Data Import and Export: In MAC based systems sensitivity labels should
be properly maintained and implemented while importing information from
other systems or exporting information to other systems. Import and export
should be controlled enough to protect sensitive information in the entire
process.
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Two methods are commonly used for applying mandatory access control:
Rule based Access Control and Lattice based Access Control.

2.1.2.1 Rule based (or label based) access control

Rules are implied for granting access to the object requested. All rule-based
MAC system evaluates simple rules to decide whether access is granted or
denied. Rule based system can be combined with other access control models
such as Role Based Access Control (RBAC), DAC etc.

2.1.2.2 Latice-based access control

Lattice based access is used for complex decision making which involve nu-
merous subjects and objects. Lattice model comprise of mathematical struc-
ture which include pair of subject and object. Greatest lower bound and
least upper of these pair is also defined in lattice based access control model.

2.1.3 Role-Based Access Control Model

RBAC mechanism is used to define complex access control policies in most
commercial applications such as banks that have large number of users and
resources. RBAC model is based on roles to which privileges and users are
assigned. A role may be person’s job function or a group of user having same
set of privileges. However, in some system there is a slight difference between
concepts of groups and roles. Groups are typically described as the set of
users and they can be assigned a single role multiple roles.

RBAC access control policy is composed of relationships between roles
and permissions, users and roles, and role and role. Administration com-
plexity can be reduced by assigning roles to users, permissions to roles and
defining role hierarchy. RBAC also some well-known security principles such
as least privileges (only those permission are assigned to roles which are re-
quired by member to perform required task), separation of duties (mutually
exclusive role can be invoked to complete a sensitive work flow). The NIST
defines RBAC in two ways:

• Core RBAC

• Hierarchical RBAC
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Figure 2.1: RBAC vs Tradional Access Control Model

2.1.3.1 Core RBAC

Core RBAC model shields only the vital features of basic RBAC model. In
core RBAC model there can be many to many relationship between user and
role and permission and role whereas in original RBAC users are assigned
to roles and permissions are attained being a member of roles. Figure 2.2
describes core RBAC model in which user are assigned roles and permissions
(operations that can be performed on objects) are assigned to roles. Roles
can be activated and deactivated by enclosure of concept of users and roles
sessions. Core RBAC allows one user to have multiple roles as well.

Figure 2.2: Core RBAC
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User: A process or a person.
Role: Authority, Job function.
Operations: Program specific function’s execution.
Objects: An entity also called resource which needs protection.

2.1.3.2 Hierarchical RBAC

Roles can be overlapped with other roles and a role can be subset of other
role. For example a specialist is also a doctor and intern. Roles hierarchies
are introduced to define seniority relationship among them. Senior role auto-
matically acquires permissions of junior roles. Role/role relationship defines

Figure 2.3: Hierarchical RBAC

privilege inheritance and user’s membership. Role hierarchies also reflect or-
ganizational structure and functional descriptions. Both Dermatologist and
cardiologist are specialist doctors and doctor is also an employee of hospital.
Membership and privileges are shown in figure 2.4.

Limitation

RBAC challenge is to balance the trade-off between strong security and eas-
ier administration [1]. In order to make system more secure roles need to
be defined at more granular level thus in result a single user can have mul-
tiple roles which are very complex to manage. Numbers of roles should be
minimized in order to make easier management.



CHAPTER 2. CONCEPTUAL KNOWLEDGE 17

Figure 2.4: Hierarchical RBAC(Membership vs Priveleges)

2.1.4 Attribute-based access control

Attribute Based Access Control (ABAC) uses attribute information associ-
ated with subject and resources in question. A typical implementation of
ABAC includes subject which demands access, resource on which access is
required, action and the environment (the context in which request is made).

In attribute-based access control (ABAC), access is granted on the basis of
user’s attributes rather than the rights of subject associated after authentica-
tion. The user has to prove claims about his attributes to the access control
engine. An attribute-based access control policy specifies which claims need
to be satisfied in order to grant access to an object. For instance the claim
could be “older than 18” and any user that can prove this claim is granted
access. Users can be anonymous as authentication and identification are not
strictly required.

In ABAC model, attributes of user requesting object, request environment
and resource in question’s are considered for making an access control deci-
sion. Attributes are compared with set of predefined values in order to allow
or deny a request. Attribute may not be related to each other and come from
various sources. For example consider the scenario of organization employer;
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hiring date of project on which he is working, his role in an organization and
his station of posting are some of the attributes.ABAC component include
four entities:

Subject: A user or an application etc. originating request.
Resource: An object for which request is made.
Actions: An operation that a user wants to perform on a particular object.
Environment: Specify the context in which request is made.

2.2 Summary

In our daily life we use access control mechanism to protect our belongings
from an authorized manipulation. In the same way information resources
also require mechanism for protection from an unauthorized access. Some
very well-known access control model includes Mandatory Access Control
/ Discretionary Access Control (employed in most military organizations)
and Role-based Access control (employed in commercial organizations such
as banks that have large number of users and resources). These access con-
trol models are configured to organization’s security framework and they
sometimes need to be tailored for particular organizations domain perspec-
tive. ABAC model being context aware model considered as new generation
access control model that can replace all of the traditional access control
models.



Chapter 3

Tools & Technologies

This chapter covers different languages that can be used to write access con-
trol policies and also provide a mechanism for complete authentication and
authorization request and response cycle.

In this global world of information technology, enterprise applications are
gaining immense prominence as time progress. An enterprise usually has
large number of resources that must be protected using some sophisticated
access control policies. Access control security policies may have multiple
enforcement point and a huge number of elements that require a separate de-
partment. In order to implement accurate security policies each enforcement
point is configured independently which is very expensive and highly unreli-
able when policy modification or addition is required. Meanwhile consumers
and enterprise shareholder want corporate and government executives to es-
tablish best practices for securing enterprise intellectual assets. Therefore, a
common policy language is required to be implemented in the enterprise so
that all of the enforcement elements of enterprise security policies are man-
aged through enterprise information system.

In order to express security policies of information system a policy language
must have the following capabilities:

• Policy language should have a mechanism to combine rules in policies
and policies into policy set which can be applied to a specific decision
request.

• Policy language should have capabilities of dealing with multiple sub-
jects.

• Policy language should provide a method to devise an authorization

19
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decisions based on subject and resource attribute.

• It should have support for multi-value attributes.

• A comprehensive set of mathematical and logical operators must be
supported by policy language that can be applied to manipulate sub-
jects, objects and resources.

• Policy language should capable to handle distributed policy compo-
nents.

XML, having easy to use syntax and semantic capabilities make it suitable
for writing security policies. XML provides extensive support for multiple
platforms and it can also be enhanced to meet specific requirements of par-
ticular application in its domain context. Some of the XML based solutions
meeting above criteria has been listed below:

3.1 XML Access Control Languages (XACL)

XACL is first XML based access control language that is designed and de-
veloped by IBM. It not only provides a sophisticated access control model
but also provides a policy specification language as well. This model is used
to implement access control policies.

Objects: is a resource in question.
Subjects: may be user or group or may be a process etc.
Actions: operations such as read, write, create and delete that a subject
want to perform on object.
Conditions: that must be true for successful completion of request.

3.1.1 Limitation

XACL architecture is limited to provide access control to XML document and
has very low express ability. It is not best suited for distributed environment
as it is manage centrally.
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3.2 Extensible Access Control Markup Lan-

guage (XACML)

Extensible Access Control Markup Language (XACML)(Simon Godik, 2003;
Tim Moses, 2005; Erik Rissanen, 2010), is an OASIS (OASIS, 2013) standard
of policy specification language. The policy and the decisions that are made
on requests by applying policies and the end response are encoded in XML.
General access control requirements are met using policy language and it
can be further enhanced to define new data types, function and policy/rule
combining algorithms. XACML engine can be queried by sending request
and corresponding response can be one of the four values: Permit, Deny,
Intermediate (decision can’t be made due to some error and misinformation)
and Not Applicable (said service can not answer the request)(Microsystems,
2004). XACML data flow model components details are listed below:

Figure 3.1: XACML Architecture

Policy Administration Point (PAP): Policy Administration Point (PAP)
is responsible for writing XACML policies and policy sets. Policy sets and
policies matching a particular target are made available to PDP (Policy De-
cision Point) for evaluation.

Policy Enforcement Point (PEP): User, application or any process sends
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access request to PEP. PEP using context handler prepares request in its na-
tive format which may include subject, resource, action and environment
attributes. It can request Policy Information Point (PIP) in case additional
attribute are required.

Policy Information Point (PIP): Policy information point provides ad-
ditional request attribute to PEP.

Policy Decision Point (PDP): PDP is responsible of evaluating request
by applying policies and returns back appropriate decisions to PEP.

XACML typical implementation includes Policy enforcement Point (PEP),
to which request is made. It formulates the request in the context of resource,
action and environment attributes and related to requester and resource in
question, and forwards this request to Policy Decision Point (PDP). PDP
finds applicable policies and returns the appropriate response back to PEP
according to applicable policies. XACML context is shown in figure 3.2.

Figure 3.2: XACML Context

The main components of XACML engine include Policy, Policy Set, Targets,
Rule, Rule Target, Rule Combining Algorithms and Policy Combining Algo-
rithm. XACML policy structure is shown in figure 3.3.

PolicySet: Policy set includes the multiple related policies.

Policy: Policy contains a set of rules including default rule which is ap-
plied when no rule is applicable.

Target: Target is used to define set of subjects, actions, resources and en-
vironments to which policy or rule is applied. It is optional element in rules.
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Figure 3.3: XACML Policy Structure
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Rules: Rules are encapsulated by policy. It cannot exist in isolation. The
main components of rule include target, conditions and effect. If condition
is true it returns effect value which can be either true or false. If condition is
not applicable it returns not applicable and in case of error or missing data
intermediate result is returned.

Rule Target: Rule target which can include subject, resource, action and
environment attribute to decide on whether rule will be applied or not. Re-
quest that matches the rule targets are tested against the rule and return
the appropriate response (permit or deny).

Rule Combining Algorithm: Result of multiple rules are combined using
rule combining algorithm. If a policy contains combining parameter it effects
the operation of rule combining algorithms.

Policy combining algorithm: Policy combining algorithms are used to
combine individual results of multiple policies.Standard combining algorithms
include:

• Deny-overrides (Ordered and Unordered)

• Permit-overrides (Ordered and Unordered)

• First-applicable

• Only-one-applicable

First version of XACML was introduced in August2003; later on enhanced
version of XACML V.2.0 was released in February, 2005. Up till now XACML
V.3.0 has been released on August, 2010.

3.2.1 Differences between XACML versions 1.0 and
2.0

(Daniel, 2005)

3.2.1.1 Context Schema Changes

(OASIS, 2005a)

• XACML 1.0 namespace urn:oasis:names:tc:xacml:1.0:context is replaced
with urn:oasis:names:tc:xacml:2.0:context:schema:cd:04.



CHAPTER 3. TOOLS & TECHNOLOGIES 25

• XACML 1.0 request contain only one resource whereas XACML 2.0
allows more than one resource in request.

• Environment element which was optional in XACML 1.0 made manda-
tory in XACML 2.2.

• XACML 2.0 allows more than one attributes values whereas XACML
1.0 supports only one attribute value.

• In XACML 2.0 it is optional to have status element in result while it
was mandatory in XACML 1.0.

• The IssueInstant attribute that appeared optionally on Attribute ele-
ments in XACML 1.0 has been phased out in XACML 2.0.

3.2.1.2 Policy Schema changes

• In XACML 2.0 namespace urn:oasis:names:tc:xacml:2.0:policy:schema:cd:04
has been replaced with XACML 1.0 old namespace urn:oasis:names:tc:xacml:
1.0:policy.

• CombinerParameters which can be of any number are introduced in
XACML 2.0.

• XACML 2.0 introduced optional element version having default value
equal to 1.0 in policy and policy set.

• In XACML 2.0,PolicySetIdReference and PolicyIdReference type has
been changed to from xs:anyURI to xacml:IdReferenceType.

• A new element named VariableReference is introduced in XACML 2.0.

• RuleId attribute of rule elementhas been changed to xs:string in XACML2.0
while it was xs:anyURI in XACML 1.0.

• An EnvironmentMatch element has also been introduced in XACML
2.0.

• Subjects, Resources and Actions elements has been made optional in
XACML 2.0.

• AnySubject, AnyResource and AnyAction elements have been removed
in XACML 2.0.

• AttributeValue ,VariableReference ,AttributeSelector, FunctionApplyand
all FooAttributeDesignator elements have been introduced in XACML
2.0 being members of Expression group.



CHAPTER 3. TOOLS & TECHNOLOGIES 26

3.2.2 Differences between XACML versions 2.0 and
3.0

(OASIS, 2005b)

• Obligation can be included in rule in XACML 3.0 whereas it was only
added in policy sets and policies in XACML 2.0.

• XPath expression can be applied to content element root in XACML
3.0 while in XACML 2.0 it can be applied to XACML request root.

• Disjunctive and Conjunctive function of the target group category (e.g.
Subject) have been removed in XACML 3.0 and new elements AnyOf
and AllOfhave been introduced in XACML 3.0.

• User can create customized categories in XACML 3.0 while in XACML
2.0 defines fix categories (Subject, Resource, Action and Environment).

• A new element called Advice has been introduced in XACML 3.0 that
is similar to obligation.(OASIS, 2010)

• Two new profiles “XACML 3.0 Export Compliance-US (EC-US) Profile
Version 1.0” and “XACML v3.0 Administration and Delegation Profile
Version 1.0” has been introduced and ”XACML v2.0 Multiple Decision
Profile Version 1.0” has been updated in XACML 3.0.

3.3 Security Assertion Markup Language (SAML)

Security Assertion Markup Language (SAML)(OASIS, 2005c) is also an XML
based framework of OASIS standard that is used to communicate user’s
attribute information for authentication purpose. SAML wrapped existing
technologies instead of introducing new technologies. SAML offers varieties
of profiles to cover various interoperability use cases. These profiles can fur-
ther extended to cop organizations specific security requirements. SAML
assertions are made for attributes, identity and user entitlement in federated
organization. In order to understand how SAML works, we first introduce
some terms commonly used in SAML.

Asserting Party: is an entity which generates SAML assertion.

Identity provider: an entity which not only creates maintains and manages
principal’s information but also provide authentication to service provider.
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Relying Party: is an entity that takes decision based on information pro-
vided by identity provider.

Service provider: is an entity that provides services to principal or other
entities.

SAML Assertions: SAML assertions are series of statements structured
about a subject. They are means to make a claim about someone.

SAML assertion can be an:

Authentication statement: For example “Khalid authenticated with a
smartcard PKI certificate at 8:05pm today”

Attribute statement: can contain multiple attributes such as “Khalid is
a manager and has a 70000 spending limit”

Authorization decision statement: used to made decisions for exam-
ple “Yes, Khalid can download that web page”.

SAML is flexible enough to extend and customize as needed. We use it
in our proposed system, to authenticate partner organization’s user access-
ing service at service provider’s end. SAML Assertion statement structure is
shown in figure 3.4.

3.4 Summary

A versatile policy specification language should have mechanism to combine
policies and rules into policy and policy set respectively and a rich set of
mathematical and logical operators. It should be able to handle the dis-
tributed policy components with support of multi-value attributes. XACML
is very rich and comprehensive language as compare XACL. SAML can be
used for authorization purpose but it is considered as best in asserting state-
ment for authentication and querying attributes.
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Figure 3.4: SAML Assertion Structure



Chapter 4

Related Research

This chapter covers different existing access control models employed in dis-
tributed environment. Some of these standalone access control models are
enhanced to cop distributed environment needs. In addition, multiple imple-
mentations of XACML engine are compared to choose best policy description
language. In the last section of this chapter existing solutions and their draw-
backs are also listed.

4.1 Distributed Access Control Models

4.1.1 RBAC family frameworks

The access control decisions in the RBAC family frameworks (i.e., TMAC
(Thomas, 1997), TBAC(Thomas and Sandhu, 1998), CBAC(Cohen et al.,
2002)) are based on set membership queries. That is, when these models try
to address collaborations in a distributed environment they need to rely on
a mechanism that communicates internal state of collaborating domains to
all collaborators or a mediator if the collaborations are mediator facilitated.
These models facilitate collaboration across domains and have RBAC as their
underlying access control model. Team Based Access Control (TMAC) refers
team as a group of collaborating users acting in various roles and provides a
way to assign permissions to the team whereas Task Based Access Control
(TBAC) synchronize access permissions with ongoing tasks and workflow
instances spanning across organizations.

29
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4.1.2 Attribute Based Access Control and Security for
Collaboration Environments

Jian et al (Zhu and Smari, 2008) compare different access control models and
the Active Security Management and Distributed Security Management in
terms of scalability, flexibility, granularity, ease of use and ease of manage-
ment. In this paper distributed environment has been considered as secure
group communication and two basic architectures have been discussed: a
layered architecture and integrated architecture. Layered architectures are
more robust while integrated architectures are more complex however. A
distributed attribute based access control model has been introduced that
assign permission on the basis of privacy preservation scheme and level of
trust.

4.2 XACML for Access Control in Distributed

Systems

Markus et al (Lorch et al., 2003) presented XACML as a distributed frame-
work and also discussed how authorization can be deployed in decentral-
ized systems, This paper discusses how XACML can effectively solve prob-
lem for existing authentication and authorization system such as Shibbo-
leth (Scott Cantor, 2003), Cardea (Lepro, 2004) and privilege and policy
management in PRIMA(Lorch et al., 2004) system. Secondly, authors have
suggested certain points such as creation and management of access control
policies, encoding of privilege management policies in XACML, locating the
correct PDP, XACML request preparation and request context management
that must be considered while using XACML for addressing challenges of
distributed authorization. In the end authors conclude that XACML is an
excellent choice for distributed authorization because of its ability to handle
decentralized polices.

4.3 XACML Policy Evaluation Engine

Alex et al (Liu et al., 2008) has proposed a scheme called XEngine which
efficiently evaluates XACML policies as compared to Sun PDP. In order to
improve the processing efficiency tree structure policies have been used and
found out XEngine performance is quite good whether number of rules in
polices is small or large.
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Nuo Li, JeeHyun Hwang, Tao Xie (Li et al., 2008) have compared the dif-
ferent implementations of XACML by testing input (XACML policies and
requests) and observing output (XACML response). About three hundred
and seventy four pair of XACML policies and requests has been used to test
these implementations. Each pair of policy and request contains a particular
XACML standard functionality. Among these implementation XACML.NET
fails in supporting 34 of those functionalities and SUN XACML 1.2 fails to
support 11 functionalities.

4.4 Single Sign On

Single Sign On (SSO)(Ltd, 2006) enable users to logon into enterprise’s vari-
ous applications using the same credential. Federated entities when merges or
collaborates to perform some sort of joint operations, also adapt single sign on
phenomenon for their authentication process. For example a business partner
employee clicks on link of another federated enterprise; he must be authen-
ticated to gain access over enterprise’s resources. In this case access request
is routed towards single sign on service for authentication that provides a
security assertion token (using protocol like Shibboleth and SAML(Provost,
2009)) to enter into enterprise system. SSO established end to end audit
session for user in order to improve security reporting and audits. It also
enables uniform authentication and authorization policies through the entire
enterprise application.

4.4.1 Limitations

SSO implementation include centralized server through which authentication
request is routed that result in single point of failure. If Single sign on system
fails, no user can access resources under the protection of SSO system even
if applications are working. Centralized server may be overloaded when one
more than one federations are included.

4.5 Shibbloeth

Shibbloeth(Scott Cantor, 2003) an open source software system implements
web single sign on use case for user’s authentication within an enterprise
and across the organization boundaries. Shibboleth promises security and
privacy preserving while exchanging user’s information among organizations.
It allows users to execute operations at an institution other than that which
authenticate it.
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Shibboleth includes four key concepts:

Identity Providers(IdP): Component running at organization whose user
wants to perform operation on protected resource.

Service Providers(SP): Component running at protected resource provider
end.

WAYF Service: Where Are You From service is located between feder-
ation entities or enterprise modules identity provider and service provider.

Federations: Shibboleth federation is trusted group of institutions agreeing
on common authentication practices and policies. User sends access request

Figure 4.1: Shibboleth Component Interactions
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to service provider’s assertion consumer service which redirect request to
Where Are You From (WAYF) service for authentication. WAYF service
ask user about its organization IdP for authentication and redirect user to
IdP’s handle service. Handle service in conjunction with local single sign on
validate user credentials and supplies handle to Assertion Consumer Service
(ACS) of Service Provider (SP). ACS create session after validating handle
and transfer it to Attribute Requester (AR) which request attributes from
IdP’s Attribute Authority(AR). Attributes provided by AR are used to de-
termine access request to resource at SP end. User can only be able to access
resource if permission is granted.

4.5.1 Limitation

Shibboleth components include centralized WAYF service through which au-
thentication request is routed so it can suffer with single point of failure. If
WAYF service fails, no user can access resources under protection of Shib-
boleth system even if applications are working.

4.6 Summary

Distributed access control models of RBAC family frameworks (TBAC,TMAC
and CBAC), are enhancement of core RBAC model. Each of the above mod-
els requires major infrastructure changes for adaptive organization.
XACML, a policy and request/response language is an excellent choice for
distributed authorization because of its ability to handle decentralized po-
lices.
Sun’s XACML implementation is relatively better than its other counterpart
XACML.NET.
Shibboleth centralized WAYF service for single sign on inherits single point
of failure problem for being centralized in nature.



Chapter 5

System Design & Architecture

This chapter describes systems high level as well as detailed technical deign
of proposed system. System’s various components/module and their function
are described in detail. In addition to this workflow of the system are also
discussed with the help of example.

This proposed system works as a plug-in to existing system. Figure 5.1
shows the high level view of the system with multiple modules such as Iden-
tity Management System (IDMS), Model Transformation Utility (MTU) and
transformed policies in ABAC model. These modules work together to pro-
vide a workable solution that makes heterogeneous access control models of
collaborating organizations, interoperable. Each of the collaborating organi-
zations needs to access its partner organization resources (services etc.) and
vice versa. Users of remote organization should be authenticated in partner
organization to gain access over its resources (services).

In order to understand the entire working of each module let us consider
two different entities say a software company and a university department
works in collaboration for certain research projects.

Software company experts may offer courses for university students and may
also send their trainees to enroll for university offered courses in order to
enhance their knowledge in new research areas. Both institutions have im-
plemented an access control model that best suits their interest. Suppose
university follows RBAC model and Software Company uses ACL. Both of
them shares their organizational hierarchy and agrees upon membership level
mapping between roles and ACL groups as shown in table 5.1

When a Software Company (Identity provider) user wants to access a re-

34
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Figure 5.1: High Level Architecture

Software Company University Department
Trainee Student
Associate SE Teaching Assistant (TA)
Software Engineer (SE) Lecturer
Senior SE Assistant Professor
Advisory SE Associate Professor
Senior Advisory SE Professor

Table 5.1: Mapping
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source at university (Service provider), it sends request to university IDMS.
Figure 5.2 shows a Software Company employee (Trainee) accessing Univer-
sity resources (say Course ‘X’).

Figure 5.2: User Scenario

5.1 Identity Management System (IDMS)

Identity management system is responsible for user account creation, man-
agement and teardown. User account creation comprises assigning appropri-
ate level of access to resources in order to perform their respective operations.
User account management comprises of updating of user’s information and
tuning of their access level as when required. Account teardown involves de-
activating of user accounts which are no longer affiliated with organization.

When a user wants to access system resources, it sends authentication re-
quest to IDMS in order to prove its identity. IDMS first analyze request
either it is coming from local (University) user or from remote (Software
Company) user. If it is from local user, IDMS authenticates user and act
as an Identity Provider (IdP) for providing user level access to authorization
system otherwise IDMS uses SAML assertion for authenticating a remote
user from its identity provider. When a request from remote user (Soft-
ware Company) is received, university IDMS forward this request (SAML
authentication request) to IDMS of Software Company which evaluates it
and sends response in the form of SAML assertion. Figure 5.3 shows how
SAML authentication request is validated and the response is conveyed back
that includes other required attributes such as membership level. IDMS on
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Figure 5.3: IDMS (Local) to IDMS (Remote) Communication

successful authentication stores user attributes in repository and forward ac-
cess request to Policy Enforcement Point (PEP) of Policy Evaluation Module
for authorization.

5.2 Policy Evaluation Module (PEM)

Policy Evaluation Module consists of two components: Policy Enforcement
Point (PEP) and Policy Decision Point (PDP). PEP is responsible of per-
forming access control by making decision requests and enforcing authoriza-
tion decisions. PEP prepares request in native format (XACML request)
using context handler and forwards to PDP for evaluation. In case of remote
request, PDP consults mapping entries for membership level and applies
policies obtained from ABAC policies store as shown in figure 5.4. ABAC
policy store contains the policies which were previously converted by Model
Transformation Utility from legacy model (RBAC) to ABAC.

5.3 Policy Administration Point (PAP)

PAPs write policies and policy sets and make them available to the PDP.
These policies or policy sets represent the complete policy for a specified
target.
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Figure 5.4: ABAC Plugin Architecture
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5.4 Model Transformation Utility (MTU)

Model Transformation Utility reads RBAC policies form legacy repository
and transforms it to ABAC model, using XACML and stores in ABAC policy
store as shown in figure 5.4. These policies are applied to remote request to
obtain access over local resources. When our proposed system is plugged-in to
existing system it will read its entire legacy policy repository and generate
ABAC policies implemented in XACML and store it into new repository.
PDP while applying policy verify whether the given policy is up-to-date by
matching its version with corresponding policy in legacy repository. If the
given policy is out-dated it will first ask MTU to update it before applying
it to given request. MTU comprised of three main modules:

• Attribute Extraction Module (AEM)

• Rule Extraction Module (REM)

• Policy Generation Module (PGM)

5.4.1 Attribute Extraction Module (AEM)

Attribute Extraction Module extracts attributes of subjects, resources and
actions from the legacy RBAC model and store them into attribute repos-
itory. In RBAC model users are grouped into roles and permission are as-
signed to roles. Legacy system implemented RBAC model in Relational
Database Management System. Entity relationship diagram of existing RBAC
system is shown in Appendix A. RBAC user’s attribute such as user’s name
and his role are mapped into ABAC subjects’ attributes. AEM reads RBAC
users and their corresponding roles attributes as shown in Table 5.2 and Ta-
ble 5.3 and store them into ABAC attribute repository. RBAC operations
are mapped to ABAC actions as shown in Table 5.4. Similarly, Table 5.5
shows extracted resources attributes of RBAC resources.

Id Name Extracted Attributes in Repository
1 Khalid urn:lms:plugin:subject:names:name:Khalid
2 Imran urn:lms:plugin:subject:names:Imran
3 Ali urn:lms:plugin:subject:names:name:Imran

Table 5.2: Users
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Id Name Extracted Attributes in Repository
1 Teacher urn:lms:plugin:subject:roles:role:Teacher
2 Student urn:lms:plugin:subject:roles:role:Student
3 Teaching Assistant urn:lms:plugin:subject:roles:role:TeachingAssistant

Table 5.3: Roles

Id Role(Name) Extracted Attributes in Repository
1 Add urn:lms:plugin:actions:name:Add
2 Edit urn:lms:plugin:actions:name:Edit
3 Delete urn:lms:plugin:actions:name:Delete
4 View urn:lms:plugin:actions:name:View
5 Mark urn:lms:plugin:actions:name:Mark
6 Publish urn:lms:plugin:actions:name:Publish
7 Submit urn:lms:plugin:actions:name:Submit
8 Download urn:lms:plugin:actions:name:Download

Table 5.4: Operations

Id Name Extracted Attributes in Repository
1 Front Screen urn:lms:plugin:resources:name:FrontScreen
2 Lecture Notes urn:lms:plugin:resources:name:LectureNotes
3 Assignment urn:lms:plugin:resources:name:Assignment
4 Course urn:lms:plugin:resources:name:Course

Table 5.5: Resources
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5.4.2 Rule Extraction Module (REM)

Rule extracting module is responsible of extracting rules from legacy RBAC
relational database in order to generate ABAC policies. REM uses roles
table, permissions table and their association tables for generating ABAC
rules. REM first extracts set of allowable actions on a given resource by using
resources table, operations table and their association table (Permissions) in
relational database as shown in Table 5.6. Secondly, it uses RBAC roles
table, permissions table and their association table in relational database to
extracts ABAC rules as shown in Table 5.7.

Id Resource Id Operation Id ABAC Permission (Action on
Resources)

1 1 4 Front Screen can be viewed
2 2 1 Lecture Notes can be added
3 2 2 Lecture Notes can be edited
4 2 3 Lecture Notes can be deleted
5 2 4 Lecture Notes can be viewed
6 2 8 Lecture Notes can be downloaded
7 3 1 Assignment can be added
8 3 2 Assignment can be edited
9 3 3 Assignment can be deleted
10 3 4 Assignment can be viewed
11 3 5 Assignment can be marked
12 3 6 Assignment can be published
13 3 7 Assignment can be submitted
14 3 8 Assignment can be downloaded
15 4 1 Course can be downloaded
16 4 2 Course can be added
17 4 3 Course can be edited
18 4 4 Course can be deleted

Table 5.6: Permissions

Id Role Id Permission Id Extracted ABAC Rule
1 1 1 User having Teacher role can view

front screen
2 1 2 User having Teacher role can add

Lecture Notes

Continued on next page
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Table 5.7 – Continued from previous page
Id Role Id Permission Id Extracted ABAC Rule
3 1 3 User having Teacher role can edit

Lecture Notes
4 1 4 User having Teacher role can delete

Lecture Notes
5 1 5 User having Teacher role can view

Lecture Notes
6 1 6 User having Teacher role can down-

load Lecture Notes
7 1 7 User having Teacher role can add

Assignment
8 1 8 User having Teacher role can edit

Assignment
9 1 9 User having Teacher role can delete

Assignment
10 1 10 User having Teacher role can view

Assignment
11 1 11 User having Teacher role can mark

Assignment
12 1 12 User having Teacher role can publish

Assignment
13 1 13 User having Teacher role can submit

Assignment
14 1 14 User having Teacher role can down-

load Assignment
15 1 15 User having Teacher role can down-

load course
16 1 16 User having Teacher role can add

course
17 1 17 User having Teacher role can edit

course
18 2 1 User having Student role can view

front screen
19 2 5 User having Student role view Lec-

ture Notes
20 2 6 User having Student role download

Lecture Notes

Continued on next page
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Table 5.7 – Continued from previous page
Id Role Id Permission Id Extracted ABAC Rule
21 2 13 User having Student role can submit

Assignment
22 2 14 User having Student role can down-

load Assignment
23 3 2 User having Teaching Assistant role

can add Lecture Notes
24 3 3 User having Teaching Assistant role

can edit Lecture Notes
25 3 11 User having Teaching Assistant role

can mark Assignment
26 3 12 User having Teaching Assistant role

publish Assignment
Table 5.7: Roles and Associated Permissions

5.4.3 Policy Generation Module (PGM)

Policy generation module is responsible for generating ABAC XACML poli-
cies based on attributes and rules extracted by AEM and REM respectively.
PGM generates policy for each role defined in RBAC model. Figure 5.5 shows
policy generated by PGM for Student role in which each rule corresponds to
a single permission which student role have in RBAC model. ABAC policy
target element contains condition on subject attribute in order to check that
particular policy is applicable to given request or not. If user request has
subject-id equal to “Student” then this policy is applied to it otherwise PDP
looks for other applicable policies in ABAC policy store. Rules target in Stu-
dent policy have no specific subject defined which mean it can be applied to
any request for which policy is applicable. Resource and action attributes in
rule target are compared with resource and action attributes in user’s request
respectively. If both values are matched rules returns “Permit” which mean
user is permitted have requested access for the said resource otherwise next
rule is checked. If no rule is applicable then rule with RuleId =“FinalRole”
comes into play to deny access request.
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5.5 Summary

ABAC plugin architecture includes two main modules: Policy Evaluation
Module (PEM) and Model Transformation utility (MTU). MTU generates
ABAC policies with the help of AEM, REM & PGM and PAP writes these
policies into ABAC policy repository which are further used by PDP of PEM
for decision making.
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Figure 5.5: Policy (Student)



Chapter 6

Implementation and Results

In this chapter a functionality of each module with their corresponding graph-
ical user interface is described. In the last section of this chapter we take an
example to clarify authentication and authorization process.

In order to understand the functionality of MTU we take university RBAC
Model (discussed in previous section) and show how our MTU converts
RBAC model into ABAC by first extracting attributes to build system vo-
cabulary and then extracting rules. In the last step MTU generates XACML
policies based on ABAC rules and attributes vocabulary.

6.1 Attribute Extraction

ABAC model is based on attributes. Graphical interface shown in figure
6.1 describes how we can use our system to extract attributes from exist-
ing RBAC model. User selects operations, resources and roles with their
corresponding attribute (say name in our case) and click extract button to
generate attribute file.
Figure 6.2 shows the snapshot of extracted attributes of resources (object),

operations and roles in our existing RBAC model of typical university.

6.2 Rules Extraction

After successful generation of system vocabulary (ABAC attributes), MTU
extract rules for ABAC policies. Rule extraction user interface is shown
below in figure 6.3 in which user selects operations, resources, roles, permis-
sion (privileges), relationship between them (role has permission) and their

46
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Figure 6.1: AEM User Interface

corresponding attributes. After selection user press extract and rules are
generated. Rules extracted by REM are shown in figure 6.4.

6.3 Policy Generation

The last and the most important task of MTU is to generate ABAC policies
in XACML. A permission policy is generated for every role defined in RBAC
model. Each permission policy contains a set of rules, where each rule cor-
responds to ABAC rule generated by the rule generation module. In policy
builder interface shown in figure 6.5 user selects attribute and rule files which
were generated by attribute extraction module and rule extraction module
in the last section and click generate button. As a result, a number of pol-
icy files are generated corresponding to roles listed in rule file. Each role in
RBAC system corresponds to one policy in ABAC model implementation.
Role policy (for student role) with set of rules, including default deny rule,
is given in figure 6.6

6.4 Authorization Cycle

In the previous section we transformed RBAC model into ABAC model and
corresponding ABAC policies are generated in XACML and stored in repos-
itories. In this section we will show how request from remote user (Software
Company) will be processed and access is either granted or denied. Khalid
(Trainee), being a user of Software Company wishes to view lecture notes and
sends request to university learning management system. XACML request
received at university IDMS system as shown below: XACML request has
subject attribute value “khalid”, resource attribute value “Lecture Notes”
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Figure 6.2: Attribute File

Figure 6.3: REM User Interface
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Figure 6.4: Rule File

Figure 6.5: MTU User Interface
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Figure 6.6: Policy
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Figure 6.7: User Request

and action attribute value “View”. It states that a user (say khalid) want to
view lecture notes.

6.4.1 Authentication Request/Response

IDMS upon looking at the request from remote user, prepares SAML authen-
tication request and forwards it to identity provider’s (software company)
IDMS. User is authenticated in its identity provider’s IDMS and requested
attributes are returned back to service provider (University). SAML au-
thentication request for user (Khalid) and response with requested attribute
(group) are shown in figures 6.8 and 6.9. After successful authentication
as shown in SAML authentication query response, additional attribute such
as “group” to which user belongs is requested from identity provider (IdP)
by using SAML attribute query shown in figure 6.10. Figure 6.11 shows
response of IdP’s (Software Company) SAML attribute query with group
attribute value “Trainee” to service provider (University).
User interface for building request is shown in figure 6.12.
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Figure 6.8: SAML Authentication Query

Figure 6.9: SAML Authentication Query Response
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Figure 6.10: SAML Attribute Query

Figure 6.11: SAML Attribute Query Response

6.4.2 Request (to PEP)

After successful authentication IDMS consults with mapping entries, pre-
pares request by replacing Trainee with Student and forwards it to PEP.PEP
prepares request in native format and forwards to PDP that evaluates request
according to ABAC policies written in XACML. Request to PEP is shown
below in figure 6.13.
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Figure 6.12: Request Builder User Interface

Figure 6.13: Request to PEP
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6.5 Test Cases

In order check the correctness of transformation of RBAC model into ABAC
XACML significant number of test cases are executed. Test cases and their
outcomes are listed below:

6.5.1 Test Case 1

Test Case Title Remote Request 01
Test Case ID TC 001
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Khalid) having “Teacher” role.

2. Select “Front Screen” as resource.

3. Select “View” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.2 Test Case 2

Test Case Title Remote Request 02
Test Case ID TC 002
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Front Screen” as resource.

3. Select “View” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.3 Test Case 3

Test Case Title Remote Request 03
Test Case ID TC 003
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Lecture Notes” as resource.

3. Select “View” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.4 Test Case 4

Test Case Title Remote Request 04
Test Case ID TC 004
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Lecture Notes” as resource.

3. Select “Add” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Denied
Actual Results Denied
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.5 Test Case 5

Test Case Title Remote Request 05
Test Case ID TC 005
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Lecture Notes” as resource.

3. Select “Edit” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Denied
Actual Results Denied
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.6 Test Case 6

Test Case Title Remote Request 05
Test Case ID TC 006
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Lecture Notes” as resource.

3. Select “Download” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.7 Test Case 7

Test Case Title Remote Request 07
Test Case ID TC 007
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Lecture Notes” as resource.

3. Select “Add” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Denied
Actual Results Denied
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.8 Test Case 8

Test Case Title Remote Request 08
Test Case ID TC 008
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Assignment” as resource.

3. Select “Submit” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.9 Test Case 9

Test Case Title Remote Request 09
Test Case ID TC 009
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Assignment” as resource.

3. Select “Mark” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Denied
Actual Results Denied
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.10 Test Case 10

Test Case Title Remote Request 10
Test Case ID TC 010
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Imran) having “Student” role.

2. Select “Assignment” as resource.

3. Select “Publish” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Denied
Actual Results Denied
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.11 Test Case 11

Test Case Title Remote Request 11
Test Case ID TC 011
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Ali) having “Teaching Assis-
tant” role.

2. Select “Front Screen” as resource.

3. Select “View” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.12 Test Case 12

Test Case Title Remote Request 12
Test Case ID TC 012
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Ali) having “Teaching Assis-
tant” role.

2. Select “Lecture Notes” as resource.

3. Select “Add” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.13 Test Case 13

Test Case Title Remote Request 13
Test Case ID TC 013
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Ali) having “Teaching Assis-
tant” role.

2. Select “Assignment” as resource.

3. Select “Publish” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.14 Test Case 14

Test Case Title Remote Request 14
Test Case ID TC 014
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Ali) having “Teaching Assis-
tant” role.

2. Select “Assignment” as resource.

3. Select “Mark” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez
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6.5.15 Test Case 15

Test Case Title Remote Request 15
Test Case ID TC 015
Test Objective To check the correctness of cross organization authen-

tication and authorization process.
Pre Condition User role and corresponding policies should exist.
Post Condition User should be authenticated successfully and re-

quested permissions should be granted.
Procedure

1. Enter subject (i.e. Ali) having “Teaching Assis-
tant” role.

2. Select “Lecture Notes” as resource.

3. Select “Edit” as action.

4. Check External checkbox.

5. Click Build SAML Button.

6. Click “send to IDMS” button.

Expected Results Permit
Actual Results Permit
Status Pass
Carried Out on 1 August,2012
Carried Out by Khalid Hafeez

6.5.16 Results

A number of test case scenarios have been generated and executed on both
existing system and our transformed system to compare results. Same type
of request is send to both existing and new transformed models implemented
system. Result summarized in table below shows our transformation of legacy
RBAC model into ABAC Model is 100% correct.
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6.6 Summary

AEM and REM extracts RBAC system attributes and authorization rules
respectively and stores them into file. PGM reads attribute and rules from
files and generate ABAC policies. These ABAC policies stored in ABAC
plugin repository are used evaluate remote request.

SAML assertion are used authenticate users coming from remote organi-
zation before access is provided by service provider.

In order to check the correctness of system, a number of test cases are gener-
ated and executed on both existing and transformed system and results are
compared which shows that model transformation is 100% correct.
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Sr. Request Expected
Result

Actual
Result

1. User with teacher role wants to View
Front Screen

Permit Permit

2. User with student role wants to View
Front Screen

Permit Permit

3. User with student role wants to View
Lecture Notes

Permit Permit

4. User with student role wants to Add
Lecture Notes

Denied Denied

5. User with student role wants to Edit
Lecture Notes

Denied Denied

6. User with student role wants to Down-
load Lecture Notes

Permit Permit

7. User with student role wants to Add
Lecture Notes

Denied Denied

8. User with student role wants to Submit
Assignment

Permit Permit

9. User with student role wants to Mark
Assignment

Denied Denied

10. User with student role wants to Publish
Assignment

Denied Denied

11. User with teaching assistant role wants
to View Front Screen

Permit Permit

12. User with teaching assistant role wants
to Add Lecture Notes

Permit Permit

13. User with teaching assistant role wants
to Publish Assignment

Permit Permit

14. User with teaching assistant role wants
to Mark Assignment

Permit Permit

15. User with teaching assistant role wants
to Edit Lecture Notes

Permit Permit

Table 6.1: Results



Chapter 7

Conclusion & Future Work

7.1 Conclusion

In this research, we provide a decentralized and distributed solution by mak-
ing access control interoperable, for federated organizations (implemented
different access control models) collaborating with each other and accessing
resources mutually by authenticating/authorizing each other’s users seam-
lessly.

Enterprise distributed yet collaborative applications rapidly raise the need of
comprehensive distributed security frameworks. In order to provide seamless
authentication throughout the enterprise and among application of federated,
collaborative, traditional centralized solution suffers with single point of fail-
ure. Centralized server may be overloaded when more than one federation
is involved. Shibboleth centralized WAYF service for single sign on, inherits
single point of failure problem for being centralized in nature. Other RBAC
family distributed access control frameworks (TBAC, TMAC and CBAC)
are enhancements of core RBAC model. Each of the above models requires
major infrastructure changes for organizations subject to implementation.

We have proposed a distributed solution for collaborating organization in
order to control access to their resources by making access control model
interoperable. MTU transforms the policies written in native access con-
trol model into ABAC policies, implemented in XACML. We give a proof
of concept by transforming RBAC policies to ABAC policies showing that
how interoperability can be helpful for communication and resource sharing
among collaborative organizations and in between enterprise modules. Our
plug-in approach does not interfere with the internal workflow of both collab-
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orating organizations thus requires no infrastructure changes. The advantage
of this solution is that we need to write MTU as a part of plugin for each new
access control model for being interoperable with other models employed in
collaborative federations.

7.2 Future Work

Access control modeling is a vast domain and still has a number of chal-
lenges that need to be addressed in order to provide a foolproof security
mechanism. In order to address the challenges of above mentioned domain,
we have recommended the following future directions in which research can
be accomplished.

• This work gives the notion of achieving interoperability among access
control model by transforming them into an intermediate model (At-
tribute Based Access Control Model). Both collaborating organiza-
tion’s existing access control models are transformed into ABAC by
Model transformation utility, automatically. Transactions across the
organization are handled by new ABAC model, where existing authen-
tication and authorization flows are untouched.

• In this research, we transform core RBAC model into ABAC model.
MTU can be further enhanced to provide support for transformation
of hierarchal and statically/dynamically constrained RBAC model.

• In future, we can add support to other models such as Access Control
List (ACL), Purpose Based Access Control Model (PBAC), Usage Con-
trol Model (UCON), Temporal Based Access Control model (TBAC)
etc. by writing model transformation utility for each of the models in
order to make them interoperable with rest of the transformed models.
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Appendix A

Figure 7.1: RBAC Relational Model
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